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I'm the admin now!
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admin@web.de' in "mfrom’ identity (mechanism
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Remote server returned '55@ 5.6.11 SMTPSEND.BarelLinefeedsArelllegal;
message contains bare linefeeds, which cannot be sent via DATA and
receiving system does not support BDAT'
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BDAT Jtw
ol oy IS8 4 le,d BDAT jl eolaiul b plos ools el VY Jla! sl

BDAT
<message data=
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sl ools LL sla s 5l 5,505, cnl sl JES! cel 1,8 a5 cal ply ools slacal slaws YY oyl o
s piyam! zals cel aS S o 55 403 plo 380 Job g aiS oo lis! <<KCR><LF><CR><LF
(o y 555 e (g 05555 LoD 9500 SMTP 5268 L Lo e

[ ehlce outlook.com\r\n
mail FROM:<user@outloock.com>\r\n
rept TO:<userfreceiver.example>\r\n
BDAT 72 LAST\r\n
- \r\n
\x\n

SMTP commands <

Message data =< \r\n
\r\n

—

ol @ aslsl jo a8 oSS ooliw! BDAT a5 po K ol jgm JLio @ g puiSies LaiST bxi) 4 g5
NP )

2dycuw] SMTP g0 (380

5 olge a0, <KLF><CR><LE JIg5 a5 suiwr 559 JLss 4 e SMTP 56 o sl > 6l
Lyl oyl l3s SMTP sec-consult.com Sy 0SS Slaiio BDAT Lo s 5l g ouS s ools ,LL
w25 oiedne 0yl a5 Ll 5l Ll syl 1y Loyl il 50 Wy 51 (6 yboams 45 ol S a5 a5¥ oo
5,5 mudlys ooliiwl sec-consult.com g w jl cwisns (yol lesgs slapims

a5 b deos) ol sl losss liwss 4y ez gl eoy) Jloyl Lo pladl gl calos 3,815 51 liab! (el
2 b st ez ol aseis 4 ol SMTP 0atiS il ;o 55w bl 0 (g 0 45 Wi o0 (>l (51aisS

[S MTP comman ds]-£ é;c a] o

}-[Smuggled SMTP commands

[Massaga data]q

e\n }-[Smuggled message data]

T -

28,55 18 el o 45 0K oomlive Cele oyl Ul 5l aiged a5 1) YU Kt Loyl
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Mew Outlook Admin

Hello there,

I'm the new Outlook admin now!
MNext time we meet, tell me your password!

Best regards,
Timo Lo{n)gin

cposll oo o jaa SPEF o 55 6)ls0 Y= g5

Receilved-SPF: Pass (mx3.atos.net: domain of admin(at)outlook.com
designates .92.75.68 as permitted sender)

1t maillfrom; c t-1p .92.75.68;

ver=mx3.atos.net; j “admin@outlook.com";

r="admin@outlook.com"; c=spf_only;

0- ="y=spfl"; v=spTl
ip4:40.92.0.0/15 1p4:40.107.0.0/16 1p4:52.100.0.0/14
1p4:104.47.0.0/17 1p6:2a01:111:1400::/48
6:2a01:111:f403::/49 ip6:2a01:111:1403:8000: : /50
ip6:2a@1:111:f403:c000::/51 ip6:2a01:111:f403:f000::/52 -all”

oS bl feeol 0 ooliwl Exchange Online a5 sla amsls oled 5 puilgins a5 canlins ol
sla sl sec-consult.com asls 5l ooliiw! b auslys o Lo aigS> a5 ams o ylid 55 IS5 Jle oloze @

9 05,..: odLé.'l.w‘;j.m 6“)‘5)':'“5 )9b O w‘sa‘sn 05:>9A 614..\.’qu aS ..\.(bd(_s.a L)L“"’ )lS u.!‘ (b.uS JL..:)‘ ‘5L1.’>
25l jhs |y S 55 5l (6l Zol
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C-consult.com

Dear HR,

Please give Timo a raise for his SMTP smuggling
research!

Best regards,
CED

8,5 eolawl sl g, 3l (lgie a5 s e el ;S8 Ll a5 (pl (0 590 g Cand v o0 ole by,

<CR><LF>\x00 .<CR><LF>

<CR><LF>.\x00<CR><LF=>
<LF>.<LF>
<(CR><LF>.<(CR>
<(R>.<LF>

Sgdae Jlogl 5 Dyg0 4 a5

SMTP commands Hr- L-..1
__tial;a L W
From user inalysis.exampl v\ n

) Subjec Example\ri\n
[Massaga data 4 ...

WYrinh\x00.\c\n

cdmleyie odalin ) peal (0 1) 6l caml (IS sol8 g
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[SMTF commands {[ ok

data'\r'n

nject: Message fl\r\n

‘ _ A\r\n -\ln-l'Smuggled SMTP commands

[Massaga data

__- give your apple device to Timo '{Smugglﬂd messagﬂ data]

— —

Sy ool 3 (5005 0 500 9 b3

5051 adlsies T 50,5 oSl (6l g0, Ko dilszon YU eadlile 51 (s iy sl 0] iasd CerdgennST (6l
- owles eolezwl SMTP Smuggling Scanner

ool >9,5 SMTP la,g,m bugs a5 (End-of-Data Sequences) b vas o o)Kel Loy a5 15l oy
755 o STl 6l S gy | Wisd e 4 ndy (6999 SMTP (gl g pos Lasgi Lol ig oo b5
6399 9 9 WS ygue ks o |, KLF><CR><LE>  oslsp )] w4 a5 Exchange Online

b; 6)‘d);o).e‘; ‘_S‘JJJJMT Q"‘ )‘ 0‘9"6'4 PRVLY )».w.O.’ odlo uL»l.a u‘}.a.c LE ‘) L)T

L5l i 9 s

pip install -r requirements.txt

SMTP (ol yg yuu oyl

python3 smtp_smuggling_scanner.py --setup-check YOURGEMAIL.ADDRESS
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Smuggling Check

python3 smtp_smuggling_scanner.py YOURGEMAIL.ADDRESS

Sl b dlss gl g 9,5 SMTP o)y (S

ython3 smtp_smuggling_scanner. py YOUR{E’RECEIVER ADDRESS -
= ar SOMESERVER. HMTP SERVER --pc
R@EMAIL.ADDRESS --username YDURraEI‘lAIL ADDRESS -

POl Zmdgs 9y Ll 31 (B a5 (505 599 b SuiST (49,5 S 9 Smuggling Check

py‘thon3 smtp_smuggling_scanner. py YOURtaRECEIVER ADDRESS
>r SOMESERVER.SMTP.SERVER --p -- g --5

YOUR@EI‘!AIL ADDRESS --username YOURtaEI'lAIL ADDRESS " PASSWORD

Sy O] CdgrnST 4 pogie S0 5l 0iS a0 6o 628 el 5 Sy ol l 8,5 Sl ST 6l
Sl B sislien g L Sl g

srSeke

150 g0 eolatwl BDAT 1 g 00,8 7 ke a5 slo oy, b oS 5,0 adeas o3| il jogs EXim aseus
L ol o (gam slo atan b 5 (el (oo 8 ael 4y aumd (555 095 Coal 0l slo aogi 4y 9 0l jg 0 Adion
awsb

&lw

sec-consult.com e
SMTP-Smuggling-Tools «
nvd.nist.gov e

redhat.com «
medium.com e
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