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Ls dig google.com A @192.168.15.250

; <<>> DiG 9.18.1-1-Debian <<>> google.com A @192.168.15.250

;+ global options: +cmd

7+ Got answer:

;+ —»HEADER«— opcode: QUERY, status: NOERROR, id: 33853

;i flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

= OPT PSEUDOSECTION:

; EDNS: wversion: @, flags:; udp: 4896

7+ QUESTION SECTION:

jgoogle.com. IN A

;3 ANSWER SECTION:
google.com, 164 IN A 142.258.219.286

;i Query time: 63 msec

:; SERVER: 192.168.15.250#53(192.168.15.2508) (UDP)
v+ WHEN: Tue Apr 18 1@:27:45 EDT 2023

;i MS5G SIZE rcvd: 55

> SY Swijgisilo g DNS Recursion &>
U U3 slp ) 8 calg>)s DNS Resolver Ky i (ob @5 wuul (DNS (Domain Name System o §> g auld DNS Recursion
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DNS Resolver asl «am> plxil ying |y Joho plod 3145 jls s aS 260 oo guoudd 3iglyd ol . 265155 oop S |y yl g 0591 couws v
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DNS Recursion )> isinl glmasags

DNS Cache Poisoning .1
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DNS Spoofing wine .3
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13uiS oslaiul pj gl SY jl aulgi oo [DNS Recursion U buio gl SV wdlys g Siyygiile glp
DNS slocuulgs)ys @ bgyo glodY :DNS Query Logs <«

DNS sloxuwl @) bgyo sloSY :DNS Response Logs <«

DNS iuiSjb gloeulgsys as bgyn gloSY :DNS Recursive Query Logs ««

SY b gloJin © @0
23S 05 laiwl pj wloudiis jl awlgi oo «aulosls plol ) o BY Jluyl wuupan g 3uiS oo oslaiwl (UF (Universal Forwarder jl 3l
eoe
monitor:///var/log/named/query.log

sourcetype = dns_query_logs
index = dns_logs

monitor:///var/log/named/response.log
sourcetype = dns_response_logs
index = dns_logs
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Cache Poisoning g DNS Amplification wlns yousini sl (SPL (Search Processing Language wlhgiuws jl JUm g5 Lxigl j>
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DNS Amplification Attack Detection .1 ® @ ®

LR N _

from index="dns_logs" sourcetype="dns_query_logs”
| eval query_time=strftime(_time, "%Y-%m-%d %H:%M:%5")
| fields query_time, client_1ip, query_domain, query_type

from index="dns_logs" sourcetype="dns_response_logs"
| eval response_time=strftime(_time, "%Y-%m-%d %H:%M:%5")
| fields response_time, client_ip, query_domain, response_type, response_silze

| join client_ip, query_domain [
from index="dns_logs"” sourcetype="dns_query_logs"
| fields client_ip, query_domain, query_time
]
| join client_ip, query_domain [
from index="dns_logs" sourcetype="dns_response_logs"
| fields client_ip, query_domain, response_time, response_size

| where response_size > 1000

| fieds query_time, client_ip, query_domain, query_type, response_time,
response_size
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Cache Poisoning Detection .2 ® @@

from index="dns_logs" sourcetype="dns_query_logs"
| eval query_time=strftime(_time, "%Y-%m-%d %H:%M:%5")
| fields query_time, client_ip, query_domain, query_type

from index="dns_logs" sourcetype="dns_response_logs"
| eval response_time=stritime(_time, "%Y-%m-%d %H:%M:%5")
| fields response_time, client_ip, query_domain, response_type, response_data

| join client_ip, query_domain [
from index="dns_logs" sourcetype="dns_query_logs"
| fields client_ip, query_domain, query_time
]
| join client_ip, query_domain [
from index="dns_logs" sourcetype="dns_response_logs"
| fields client_ip, query_domain, response_time, response_data

| where response_data matches ".*unexpected_domain.*"
| fields query_time, client_ip, query_domain, query_type, response_time,
response_data
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oo Ll uyp s dolsl s ad S Jo ulig) 95 @ g) k5L DNS glmygpuu JSuiio aulgizo pm BIND 9 jl oslaiul b

G jl 9 38 ol jgpu Sy > Iy DNS Recursion, Authoritative Name Server glmjgpw suilgi oo boud ciigy ol > (Views jl o slaiwl
Sl (YUgloeials 1P Guysl siilbe Saliss gloyme gubul p S a5 oo Yol louds @y BIND 9 )5 Views . 1S x> | oyl Views
DNS Recursion, Authoritative Name) jgpu £6i 95y ol @b jls @S il 3)lgn slp walio Yool ool .3 il ) Siglain
Syl 1) jopw Sy > (Server

oIS g 23S oslaiwl LS yugpu jl 3lgio eyl jl € IS aS 3uiS vyl Wb Lok Viewsjl oslaiwl b gaiySy sl ©@ @ ®
:Wio . >gu oo oloul named.conf gaipduy L8 j5> wioudsis gl .o
eoeo

/f ACL

acl trusted_clients {
localhost
192.168.1.0/24

}

/f view

view "internal” {
match-clients { trusted clients }
recursion yes //
/f

}

/f view

view "external" {
match-clients { any }
recursion no I/
7
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SPL whgiws jl olaiuwl g o b gamo mubiis b . S Uis 3ylg |y cuuysb wlellbl g 6558 ylg loygpm o 55Lj U DNS iuinSjb slow s Siag
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s Ryl wlujo
el 0.3 AG dllan 10l y> 1j joiws jl oslaiwl b ypol ¢l toaui Jlm9 SuiSjL DNS gy © @ @

200

dig google.com A @192.168.15.250

8 Wam Sydli b |y @)l DNS glozwly Jluyl b a s o5laiul DDoS Ripper pb dy alns jligl jl v ¢l 5> :alos jljgl jl o5l

.AD> P
:PoC Jloc wlil o0 @

L X N

python3 DRipper.py -s 192.168.15.250 -t 135 -p 53



~/Documents/tools/DDoS-Ripper
DRipper.py 192.168.15.250 135 23

DDDS RIFFER

CEngineRipper
reference by Hammer
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Aol oo puegpw (S du g Ajlasl o JSudo |y jgpu im0 wuwlgdys |y diwlg>U g 3l DNS (gl xawly ab

Ops...

Ocorrew umerro ao carregar o co
Por favor, tente novamente mais tarde.

tourdnolbup|



1eurdnolbuni|

SpSglo
winladl g plxil Yo j> wilns lwlid @y ailgioo DNS Syl g aluid gl edlnd Siyginile 9 o) tuwilpuy g Siggiuilo <«
5J9po Nlgiom JSuiidly gapu gy wileabid )> Wi Jlecl g wilns 4 (gS9&mb sl Gjyaely (uizam 23S Sas dilpSuiug

b

lgign ol §lmyliSloy y50> g DNS jgpu ay bgyn slm)ljSimy (ol piwm (Siluyjgyel 1 Siuinl wlouhil g loylidlpy ilugjgydy <<
1S 5pS5gl> (a)ls 5929 (50uad gl dduwd j> aS (o gyl jl G i SoS bouh @

wloo jl gpSgle g (lwliui 4 wlgi oo IDS/IPS 3g4i jl gpdgla glomiwum g loJlgpld jl oslasiwl :IDS/IPS g Firewalls jl o slaiwl <<
Gjlusgan g wilns 6 dislis Gl oo glmgSl oy Aibe lm el Ailgion i gl .38 SoS DNS cuidil
yrixom g DNS glogaguuy gloil d i WS 39320 9 Kuigpidud aiile Siwimol wloudis Joel :DNS jgpw j> (Siwiol wloubid <<
slami y3S sgaxo slp rate limiting Jiilo gl i) jl cal Yoo (Uuizxnm b 0105 SwS Jlgigo Sl pxs> yyS >9axo
Sgui 05laiuwl (am > lxil Ailgi oo (g puiw Sy S logguup

- 3iiib bo oo s slodiam U iuml (21549 aunl @y sums UingS 595 wuinl pul slwdpogi dy g il jop diiunm 3515 g

l»
» https:/www.linkedin.com/in/shirinmortaz/ &
» cert.br
» medium.com
» opencve.io
» amazon.com
»» DDoS-Ripper



-0

uaNGroup

LIANGROUP.NET
021 9100 41 51 (300)




