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» Application execution logs

o Memory dumps

» Loaded modules dumps

» Changes in file system, registry

o Network traffic (PCAP files)

o Screenshots (for easier audit and manual analysis, if needed)

o Artifacts of exploit activity
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Defense for PC, Linux, Mac, Android, iOS
Defense forapplication and terminal servers

Defense forweb gateways and email servers

Mobile Threat Defense

Application, Web & Device Controlsfor PCs

Vulnerability Assessment, Behavior Detection, Exploit
Prevention, Remediation Engine

Environment variable permissions and HIPS

Data exportviaSyslog

Kaspersky Sandbox and Kaspersky EDR Optimum integration
Web, Email threat protections and controls forservers
Adaptive AnomalyControl and Patch Management

Encryption and OS-built-in encryption management
SIEM integration, OS & third-party software installation
Inbound and outbound contentfiltering

Anti-spam protection at gateway level

Web trafficsecurity and web controls at gateway level
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