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Section 1: Pre -Game

Introduction

Every game has a playbook; the breakdown of actions (plays) you chose to
follow to work through a process. Jumping in feet first without identifying the goal
and knowing the play which will help you get there will lessen your chances of
finding vulnerabilities, and ultimately minimize the potential to make a profit from
your bug bounty hunting. The key to a successful hunt is to do some pre-game
planning to ensure you are setting yourself up for success! Start by establishing
your infrastructure, finding your knowledge base, identifying and securing the
tools you will use, and creating a general game plan outlining how you will work
through the process...this is your play. Once everything is mapped out you can

execute the play and start finding vulnerabilities!
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Chapter 1: Pre -Game - Infrastru ctu re

Introduction

Before you start an engagement, you need to set up the necessary infrastructure.

You dondét want to have an engagement del ayed
having the necessary infrastructure in place. You will need external

infrastructure, virtual machines, API keys, and your tooling ready to go before

you do anything. In this section | will offer you my personal opinion on what you

should include in your infrastructure setup, based on past engagement

experiences.

Virtual Private Server ( VPS)

It's a good idea to purchase a virtual private server (VPS) to use for testing. If
your testing a vulnerability that requires the target system to call back to your
system like remote code execution (RCE) or service side requests forgery
(SSRF) it will be hard to do with your home firewall blocking outside connections.
For the target server to interact with your home computer you would have to
open a port and forward traffic to your computer which is a horrible idea as it will
leave that port open for the world to see. | t bétter to buy a VPS that has a public
IP so you can easily receive call backs from your payloads. A list of popular VPS

providers can be found below:

Ghostlulz AKA Alex Thomas



Name Website Ratting
Amazon https://aws.amazon.com/ 4.8/5
Web

Services

(AWS EQ

Instance

Digital https://www.digitalocean.com/ 4.5/5
Ocean

OVH https://www.ovh.com/ 4.2/5
A2 Hosting  https://www.a2hosting.com/ 4.0/5
Liberty VPS https://libertyvps.net/ 4.0/5

There are a lot more options than these, if you want a full list just search forii VP S

providerso

on

Googl e. I
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Notes

One of the nice things
about AWS is that they
let you pay by the lour.
You can also use pre-
built Kali imagewhich
isa huge advantage
Digital ocean is a
reputable hosting
provider. They have
been around for a long
time and | have never
had an issue with them
OVH is another reliable
provider. Even with
their popularity they
still have some of the
lowest prices) & gedh.
IfUT O DAUSA
your credit card might
flag these guys as fraud
which can beannoying.
| really like A2 hosting
they have low prices
and | always get my
machines within 30 min
of purchasing them. 8,
ifUT Ot &rish and
need aVPS quick these
guys are it.

This provider is very
pricy but if youwant
your purchase to be
anonymousthey accept
Bitcoin.

woul d Dehiaggre st

ubuntu OS installed, this should cost $5 - $20 a month. Some hosting providers

such as AWS offer Kali Linux images as well if you want a system that's ready to

go from the start.
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Laptop/Desktop

People often a s kvhafiis the best hardware for hacking?oand my answer is
always the same. It doesn't matter if your using a 10k rig or a $500 laptop you
purchased off on eBay, as long as you have the tools to access the web, and the
minimums listed below you are good to go! That being said, some minimum
specs you can start with include any operating system, 8GB RAM, a 250GB hard

drive, along with the information in this book will set you up to start hunting!

Virtualizat ion

| try not to clutter my main system with a bunch of hacking tools, notes, and
everything else | use during an engagement. | find it easier to use a virtual
machine for all of my hacking activities. VMware and Virtual box are the two most
popular hypervisors.

https://www.virtualbox.org/

O«

O«

https://www.vmware.com/

Once you have that downloaded, y o u §oing to want to setup your virtual
machine. You can use any Linux distro but | would suggest using kali Linux as it
comes pre built with a bunch of tools.

0 https://www.kali.org/downloads/
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Summary

Make sure you properly set up your infrastructure and tooling before you start
hacking. Nothing is more annoying than trying to get RCE and realizing you need
to buy a VPS which could take up to 48 hours depending on the provider. You
should have everything needed to do your job before you start your engagement.
This means getting your VPS, downloading kali to a VM, installing all of your
tools, buying all of your API keys, and anything else you need to prepare

yourself.
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Chapter 2: Pre -Game - Organization

Introduction

If you plan on doing this professionally you need to act professionally. This

means you need to be highly organized like a company or a nation state. Staying

organized will greatly help you in the long run. Making sure to properly document

your steps, tool output, and what you have done on the engagement will greatly

improve your success rate, especially if y o u §oing to be engaging your target

over days, months, and evenyears.You dondét want to be wasting
duplicating work and re running tools. You could spend days gathering recon
dataforatarget.ltwoul d be pointless if you didnét sav
you would have to go through the same recon process over and over again. It

would also be just as pointless if you saved this data off somewhere but couldn't

find it when you needed it. You also want to make sure that what you are doing is

repeatable and clearly defined. Following checklist will ensure that each target

receives a certain level of testing. You can also use the checklist later down the

road to see what was tested and what was skipped over.

Check List

Introduction

Sometimes while testing a target you feel like you have looked at everything and
that there is nothing else to test. How do you really know that you have tested

everything, do you have a checklist? Having a checklist will allow you to truly try

Ghostlulz AKA Alex Thomas
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recall these things from memory. Six months down the road you might come

and you can see ekauwlbdtryibgwoh a t
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back to this target wondering what you have done, a checklist will allow you to

easily answer this quest.

OWASP Checklist

Hacking is a science and an art. A checklist provides you with a consistent

repeatable process that can be used for almost every application. This will allow

you to have a repeatable process and be more consistent with your testing. A

few people were kind enough to put together a nice checklist based off of the

OWASP testing guide:

M https://qgithub.com/tanprathan/OWASP-Testing-Checklist

OWASP: Testing Guide v4 Checklist

B

RS Information Leakage

Information Gathering Test Name
Conduct Search Engine Discovery and Reconnaissance for (s

6 OTG-INFO-002 Fingerprint Web Server
OTG-INFO-003 Review Webserver Metafiles for Information Leakage
8 OTG-INFO-004 Enumerate Applications on Webserver

Description

and Metadata for Information

9 OTGANFO-005 Lot

+
11}

7 OTG-CONFIG-001 Test Network/Infrastructure Configuration

Leakage
0 OTG-INFO-006 Identify application entry points
1 OTG-INFO-007 Map execution paths through application

12 OTG-INFO-008 Fingerprint Web Application Framework

13 OTG-INFO-009 Fingerprint Web Application

14 OTG-INFO-010 Map Application Architecture

15
Configuration and

16 Deploy Management Test Name Description
Testing

Testing Checklist ~ Summary Findings ~ Risk Assessment Calculator ~ References ~

Tools

Result  Ren

Pass

Issues

Issues _ ~

Pass
L ]
Not
Started
Not

™ Started

Not

Not
Started

Not
Started

Not
Started

Result  Ren

Not
Started

Explore

Figure 1: OWASP pentesting checklist
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This is a huge checklist and covers almost everything when manually testing an
application. It makes it very easy to keep track of what you have test and what
still needs to be looked at. Over time you will end up adding to this list or
developing your own custom checklist. Hacking is a science and an art; you must

find what works best for you.

Conclusion

Having a checklist is a great way to provide some consistency to your testing,
better organize yourself, and improve your overall success rate. Bug bounty
hunting can go on for months or even years, you need to have a paper trail so
you can easily pick back up on work you did several months ago. This would be

impossible if you relied on recalling information from your memory.

No tes

Introduction

No one likes taking notes but it truly does improve your chances of success. If
you have been assessing a target for the last 6 months you may want to see
what you did on your first day of testing. The only real way to do this would be to
look back at your notes. How are you supposed to remember in detail what you

did 6 months ago without notes?

Ghostlulz AKA Alex Thomas
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Notion

Introduction

Everyone has their own way of taking notes and honestly whatever way works
best for you is the best way. Some people use json, some use raw text, and
some use the markdown language. Some people like Kanban boards, some like

checklist, and others want a full wiki page.

Notion is capable of doing everything, which is why I like it so much. Notion can
also be used on your mobile device. | personally enjoy being able to access my
stuff no matter where | am, which is why | like tools that can be used on my
computer and my phone. Another benefit is that you can easily use Notion for
collaboration. Sharing your workspace will allow others to view your target lists,
notes, checklists, to-do lists, and everything else. If your planning on
collaborating this tool will allow you to easily coordinate your efforts for maximum

efficiency. You can download this tool at:

Website oS
https://www.notion.so/ Windows; Mac
https://githu b.com/puneetsl/I otion Linux (Unofficial Version)

Table 1: Notion download links

Ghostlulz AKA Alex Thomas
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Wiki
Before you can get started with Notion you are going to have to set up your Wiki

page. It is really up to you how you set this up but I &How you a basic example

of what yours could look like.

P—
. Bug Bounty Wiki
Targets
Methodology

Resources

Assets [ Inventory

Bug Bounty Wiki

Get Started

Templates Bug Bounty Platforms
Import
Trash Bug bounty targets

D Targets

Help

[ Methodology

@ Resources

Figure 2: Notion bug bounty workspace

As you can see there is a wiki page called bug bounty and under this | have 4
pages with the name targets, methodology, resources, and assets/ inventory.
The targets section holds all of the stuff related to each bug bounty program. The
methodology tab is meant to be used as a reference of what | should be doing.

The resources page holds links to tutorials and other useful things if | find myself

Ghostlulz AKA Alex Thomas
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needing technical help. Finally, the assets / inventory page is where | hold details

about my infrastructure such as VPS IPs and login credentials.

Targets

The targets section is where | place all the information about each bug bounty
operation. This is where | keep the targets scope, daily notes, scan results, tool

output, to-do list, and anything else related to the engagement.

. Bug Bounty Wiki Ta rg ets
|=| Targets
Starbucks This is where we hold all of our bug bounty targets.

Scope

Notes [D) Starbucks
11/01/2019
10/31/2019 B airbnb
10/30/2019 B AtaT
10/29/2019 2 Ebay
10/28/2019 A Paypal

Todo

« Board View
Domains

starbucks.com
Subdomains
=| airbnb
AT&T

Ebay
Paypal

Figure 3: Targets section layout

Your daily notes should be verbose enough that you can replicate what you have
done. However, this does NOT mean you have to include every single detail

t h awhat gour logs are for.
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It is also important to keep track of what you have done and what needs to be

completed. This can be done using a checklist like the one talk about in the last

section (OWASP Checklist) but Notion allows us to use of Kanban boards which

are so much better.

& No Status

Technology Stack

Fingerprint

Portscan

Fingerprint

Shodan

Fingerprint

OWASP Top 10

Exploit

Properties Group by Status Filter Sort Search
Not Started In Progress
Subdomain Enumeration Github Sensitive Files
Recon Recon
Content Discovery Google Dorks

Recon Recon

Screen Shots

Recon

DNS Resolve

Recon

|

Completed

CIDR Range

Recon

Reverse Whois

Recon

Reverse DNS

Recon

Figure 4: Bug bounty Kanban board

If y o u @arkéng in groups using a Kanban board will easily allow to collaborate

plus its visually easier to digest what has been done, w h a finisked, and whose

working on what. Another nice feature is that we can convert between checklists,

Kanban boards, and a few other things with the click a button.

Other

Notion is just one solution that | happen to really like, you need to find what

works best for you. Below is a list of some alternative ways to take notes:
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Website Description

https://pent estws/ This is a web bag note
taking tool specifically
designedfor penetration
tester.) @i nice but it
cost money to usdo use.

https://github.com/ehrishirajsharma/SwiftnessX  This is another tool designed
specifically for penetration
tester. Unlike pentest.ws his
tool must bedownloaded
locally.

https://evernote.com/ Evemote is a very popular
note taking tool.You can also
export your Evemote notes
directly into Notion.

https://www.sublimetext.com/ This is a very basic¢ool for
note taking. Subime is
normally ran on Linux
environments

https://not epad-plus-plus.org/ Notepad++ is basically the
windows version of sublime.
Nothing special just asimple
note taking tool

Table 2: Note taking tools

It doesn't matter what you pick the goal here is to conduct yourself as a

professional and stay organized.

Conclusion

Youdméy hurting your tdkenotasr.e Ysoed fc anfd ty oeux pdeocntd
remember whatyoudid6 mont hs ago and thatds why you n
you want to pick back uponatar get y o u ttd lmerwasting tve testing
things you already tested. Notes will also help others who wish to pick up your

wor k, that 6s nkaboutiftyduievergcollaborate with someone else.
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Logging

Burp Suite Logs

Introduction

Burp Suite is a MUST HAVE if y o u doing web application testing. Ify ou 6 r e
looking at a single application or a single endpoint and want to inspect it closely
Burp is the only tool you will need. Burp will also log every request that is sent to
and from the application.

0 https://portswigger.net/burp

Burp Logs

The http proxy logs that Burp provide are going to be more detailed than the
notes you take by hand. These logs will provide you with every request your
browser made, thus allowing you to see exactly what you did and when you did
it. There have been several instances where | needed to know what | did on an
engagement that happened several months prior and was able to easily access
this information by reviewing my Burp logs, which showed exactly what | did, and
when | did it. In addition to that, | was also able to easily replay my traffic and

attacks as all the requests were saved.

Conclusion

When doing bug bounties, you may spend several days poking at an application.
If 6 months go by and you decide to circle back to this application to try again you

will need to know exactly what you were doing so you can pick up where you left

Ghostlulz AKA Alex Thomas
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off You dondét want to be wasting your valuabl e

same tasks.

Summary

It 6 ally mportant that you stay organized while on an engagement. Bug
bounties are continuous a n d nbtuunt@mmon to test the same target multiple
times throughout the year. You will want to keep track of what has been
performed, information gathered, passed vulnerabilities, and anything else that
could aid you. As you test an organization over time you will start to understand
their technology stacks, common vulnerabilities they have, and how they operate.
Have clear records and notes of what you have learned and done will not only

help you but anyone else who later targets the organization.
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Chapter 3: Pre -Game - Knowledge Base

Introduction

Offensive security, hacking, bug bounty hunting, penetration testing, or whatever
you want to call it is a huge field. New exploits, methodologies, techniques,
technologies, and tooling are being put out every day. It is important that you stay
relevant and up to date. To do so, you are going to need to be plugged into the
infosec community. You will need to know where to look for those new CVEs and
exploits, who to follow for the best techniques and methodologies, and a
community of people to turn to if you have questions or need someone's

expertise.

CVE Feed

Introduction

Having a Common Vulnerabilities and Exposures (CVE) feed is a must in this
field, you want to be among the first to know whenever a new vulnerability comes
out. A general rule is that you will not get paid for a finding that is a duplicate,
which means you must be the first person to make the finding. Having a
vulnerability feed will alert you to high impact vulnerabilities and allow you to

pounce on your target immediately.

Ghostlulz AKA Alex Thomas
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NIST

The National Institute of Standards and Technology (NIST), image is shown
below, maintains one of the best vulnerability databases out there. The NIST
vulnerability database is constantly being updated with new vulnerabilities in real
time as they come out. This database can be manually searched at:

0 https://nvd.nist.gov/vuln/search

Sortresults by: Publish Date Descending %

Q Search Results (refine search)

Search Parameters: There are 124,577 matching records. '_J slalsleltlalslmle]o

« Results Type: Overview Displaying matches 1 through 20.

« Search Type: Search All

Vuln ID % Summary @ CVSS Severity 2l

CVE-2019-17611 HongCMS 3.0.0 has XSS via the install/index.php tableprefix parameter. (not available)
Published: October 16, 2019; 06:15:10 PM -04:00

CVE-2019-17610 HongCMS 3.0.0 has XSS via the install/index.php dbpassword parameter, (not available)
Published: October 16, 2019; 06:15:10 PM -04:00

CVE-2019-17609 HongCMS 3.0.0 has XSS via the install/index.php dbusername parameter. (not available)

Published: October 16, 2019; 06:15:10 PM -04:00

Figure 5: NIST CVE search

Twitter

Ifyoubr e active on twitter you caforngvai n
CVEs. One Twitter account | follow is @cvenews, which is constantly updated
with new CVEs in real-time. This account acts as an RSS feed posting new
CVEs as they come out.

0 https://twitter.com/cvenew?lang=en
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Instead of searching NIST manually for CVEs you could just keep an eye on that
user's tweets. You should also keep an eye on industry experts. These experts
will often be some of the first people share a working proof of concept (POC) for

a known CVE as shown below:

Catalin Cimpanu @campuscodi - Oct 8 ~
@ Zero-day published for old Joomlia CMS versions

-PoC available

~trivial to exploit

-impacts 3.x to 3.4.6

-PHP object injection leading to RCE

-no CVE yet

-similar to CVE-2015-8562, but not PHP environment-tethered

zdnet.com/article/zero-d...

L 2 4

Joomilal”

(ol 79 O 186 i o}

Figure 6: Twitter post of a Joomla CVE with POC

As you can see someone shared a Joomla zero day with a working POC. This

information can immediately be leveraged to find vulnerabilities.

GitHub

One of the biggest issues with new CVEs is the lack of a working proof of
concept (POC). Without a working POC, you will have to spend numerous man-
hours writing a custom exploit. If you lack this skill set you will have to wait for a
public POC to be released by someone else. These POCs will typically be
uploaded to GitHub. It's a good idea to search GitHub for working POCs when a

new CVE comes out so you can immediately weaponize it.
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Conclusion

The key takeaway here is to establish a plan to receive real time updates on
newly posted CVEs. Being the first person to know about a new exploit places
you in a great position to identify and submit vulnerability before anyone else.
Get in the habit of checking new CVEs every day. When a high severity CVE is
found look on GitHub for a working POC so you can start targeting systems. If
you have the knowledge it may be worth creating your own POC if none is

available.

RSS Feeds

Introduction

A Really Simple Syndication (RSS) feed reader is a way to fetch the latest
updates from an RSS feed. We can make use of RSS feeds to constantly stay
updated with relevant information in the cybersecurity world. This will help you
learn new techniques, methodologies, and vulnerabilities that are being used in

real-time.

Inoreader

Inoreader (https://www.inoreader.com) is my favorite RSS reading tool and can

be used on multiple platforms such as your desktop, and mobile device via an
app. Having multiple access options is handy, as it allows you to stay updated in

real-time, regardless of your location.
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49m
Reflected cross-site scripting
on multiple Starbucks assets.

Reflected cross-site scripting on multiple
Starbucks assels.

Worker container escape lead
to arbitrary file reading in host
machine

Worker container escape lead to arbitrary
file reading in host machine

Figure 7: Inoreader dashboard

To ensure | am staying updated | subscribe to several feeds.

Name Website

Hackerone  http://rss.ricterz.me/hacktivity

Hacktivity

Hackeaone https://medium.com/feed/tag/hac

Blog kerone

NIST CVE

NIST CVE  https://nvd.nist.gov/feeds/xm

https://nvd.nist.gov/feeds/xm
ALL l/cve/misc/nvd -rss.xml

Analyzed

I/cve/misc/nvd -rss-

analyzed.xml

Bug Bounty = https://medium.com/feed/bu

Writeups gbountywriteup
Port http://blog.por_tswigger.net/fe
Swigger eds/posts/default

Description

When you submit abug bounty
report it can end up o the
hacktivity feed. These are great
resourcesto see what people are
actively finding

Hackerones blog can be great
resourcefor new information
relevant to the bug bounty field.
NISThasa repository of CVEs and
this feed will aert you to any new
ones.You shouldbe checking this
every day.

NISThasa repository of CVEs and
this feed will alertyou to any new
ones.You shouldbe checking this
every day.

This is a feed of bug bounty write
ups.

This team isconstantly producing
high quality blogs. They are the
creator of Burp Suite and you
defiantly want to be following
them.
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Reddit http://www.reddit.com/ r/net  Reddit needs no introduction. his
Netsec sec/.rss is one of the best places to get info
sec news.

Threat Post  http://threatpost.com/fe ed/ This feed isabout cyber security

news and events.
Table 3: RSS feeds

There is way more feeds than this. To list them all it would take many pages.

However, you can search online to find any RSS feed you want.

Conclusion

RSS feeds are a great way to stay updated with the most recent news. You will
get real- time information and be able to follow new techniques and trends that
are happening in the industry. If a new trick or CVE comes out you need to be
among the first to know about it, maximizing your opportunity to submit a

vulnerability and get paid!

Social M edia

T weetdeck

Twitter is one of the best resources to get real time information. The infosec
community on twitter is very large and very active. You will need to follow the
right people and monitor the right hashtags so you can stay up to date with the
latest trends in the industry. Tweetdeck is a tool created by twitter to help

organize a collection of tweets, | use it to monitor different users and hashtags.
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&« C & tweetdeck.twitter.com w 0O v
() #bugbountytip = [Z] Bugbounty_users = Q) cvepoc
bugbountytip E Elliot Alderson { Sean Harris
J play.google.com/store/apps/det... Stop saying « This is only the Delhi @ Recently, we caught a new unknown
subdomain ». The subdomain and exploit for Chrome browser. We
(1 #bugbountytip 1 Let's hacking together everywhere !l! the main domain are on the same promptly reported this to the Google.
— ghostlulz133 server 104.18.130.37. This is bad, After reviewing of the PoC we

#BugBountyTip face it provided, the company confirmed

E Blf,gt‘mt‘"?“,"?l{sers there was a zero-day vulnerability
. . and assigned it CVE-2019-13720.
Show this thread

Q cve poc m Tragger Osbourne twib.in/|/8LB78M80o4a7X via
- ghostlulz133 +

3 #BugBounty #bugbountytip Elliot Alderson @InfoSecHotSpot
Q #bugbountytips ¢ @EagleEyeSec | can smell a stored XSS i
—{  @ghostlulz1337

xerOdayz

Collect all URL's, sub-domains,
emails, phone numbers and fuzz all
parameters for

121337 XSS/SQLI/RCE/Traversal flaws with
BlackWidow

( #cve
C)\ ghostlulz133

infosec
A ghostlt

Add column

[ Shah Sheikh
Show this thread Chrome 0-day exploit CVE-2019-
13720 used in Operation

Figure 8: Tweetdeck dashboard

With tweet deck we can easily monitor hashtags, users, search terms, and more.
Tweetdeck allows you to easily monitor all of these with a single interface all you

have to do is set it up. Twitter is a gold mine for information.

Reddit

Reddit is another really good source of informaton. The subreddit
far the most popular place to find infosec news and information.

0 https://www.reddit.com/r/netsec/

Other

There are plenty of other social media platforms that contain useful information.
You can also utilize YouTube, Facebook groups, slack channels, discord

channels, hacking forums, podcasts, and much more.
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Conclusion

Social media is one of the best places to find tools, techniques, and new
information. Reddit and Twitter seem to be where most of the infosec community
hangs out so you want to be monitoring those platforms. The most important
thing here is that you have an ear in the community. Technology changes rapidly
and new techniques are coming out every day, make surey o u 6nrsecial media

so you can follow the trends.

Sum mary

| f vy o upéogressing,o/du're regressing. In this field, things are constantly
changing and the only way to keep up is to have an ear in the community. If a
new CVE, technique, or tool comes out you need to be the first to know about it.
Constantly monitoring your CVE feed, RSS feeds, social media feeds, and chat
rooms will allow you to be the first to know when something gets dropped. You

need to keep your knowledge base up to date or your will surely fall behind.
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Chapter 4: Bug bounty 101

Pickin gt he Platform

Introducti on

The first step to beginning your journey into bug bounty hunting is to pick a

platformtouse . You dondét want to be msitesmas ng ar ounoa
that is illegal. You need to make sure the target you are testing has agreed to let

you do so. To get started all you have to do is sign up at one of the many bug

bounty programs.

Hackerone

Hackerone is one of the most popular and widely used bug bounty platforms out
there. Hackerone works with all kinds of companies to bring them to their
platform. If a company agreestobetested you will see them on t he

di r e c $tasrshyo@n below:
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SIGN IN| SIGN UP

I1aCker0ne FORBUSINESS  FORHACKERS  HACKTIVITY ~ COMPANY  TRYHACKERONE

Directory Search Directory

Find new hackable targets or contact information to report vulnerabilities you've already found.

Program features

Launch Reports Bounties Bounties
IBB Program
Offers bounties
High ffici
'gh response efmclency 4. TopEchelon Software 10/2019 1
Managed by HackerOne
Active program
£ cCoda Managed 10/2019 23 $50 $150
Asset type
$rovoss AODocs 10/2019 1
O Any
CIDR

Domain 0 JNJ Mobile 10/2019 4

i0S: App Store

i05: Testflight o Tumblr 10/2019 75 - $100
i0S: .ipa

Figure 9: Hackerone bug bounty programs

The next step involvepol iookad .nrgvidmyos witlmiel 1A pp ogr
all the necessary information about the engagement. This document will outline
the payout amounts, disclosure policy, out of scope targets, in scope targets, and

any other relevant information.
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I1a Cke rone FORBUSINESS  FORHACKERS  HACKTIVITY ~ COMPANY  TRYH?

Rewards
@ Critical (9.0 - 10.0) @& High(7.0-8.9) @® Medium (4.0-6.9) Low (0.1-3.9)
$1,500 $750 $300 $150

Our rewards are based on severity per CVSS (the Common Vulnerability Scoring Standard). Please note these are general
guidelines, and that reward decisions are up to the discretion of Coda.

View changes

Policy

Coda looks forward to working with the security community to find vulnerabilities in order to keep our businesses and
customers safe.

Response Targets
Coda will make a best effort to meet the following response targets for hackers participating in our program:

* Time to first response (from report submit) - 2 business days
* Time to triage (from report submit) - 2 business days

Figure 10: Bug bounty scope

Remember to pay close attention to the domains that are in scope and any
endpoints that are out of scope. Ify ou 6 r e dtomakegy mohniesy you donodt

wantt o waste time testingtogayoepgaldi ng t hat i snd:

Bug Crowd

The second most popular bug bounty platform is bug crowd. This platform is
very similar to hackerone. You can search for companies who have an active bug

bounty platform.
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Researcher Portal

bugcrowd

Products  Solutions Customers Researchers Programs Resources About

Type here

(ISC)? @ @
.nz Registry @ M
Ox Project @ Px‘

123 Contact Form @ @

Figure 11: Bugcrowd bug bounty programs

Bug crowd also includes the location where you can report bugs. Not every

company has specifically signed up for a bug bounty platform butthatd o e s n 6 t

mean there 1 sndét a | oc atyiooundoingthissombkena t bugs t
living and need money make sure the platform actually gives cash rewards.

Some companies only offer bragging rights or a t shirt as a reward. As amazing

asthatisyou wonodét be able to pay-siirhe bills with

Conclusio n

There are lots of bug bounty platforms to choose from but the vast majority of
people stick to Hackerone and Bug crowd. Ify o u fust getting started, | would

recommend starting out on Hackerone or Bug crowed.
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Picking the right target

Intro duction

Simply picking the wrong target can greatly reduce your chances of finding a
vulnerability. You need to be able to identify those ideal targets that have the

greatest chance of a successful payout.

Scope

Targets with small and limited scopes are generally going to have fewer total
vulnerabilities to be found. The more domains in scope greater the chances you

wi || run into a vulnerability, 1td6s a number

Age

Old companies tend to rely more on legacy systems and may have a larger
footprint on the internet. This is because old companies have been around longer
and have stood up, taken down, and updated their external infrastructure more
than newer companies. New companies will typically have a smaller footprint on
the internet as they haven't been around long enough to stand up a bunch of

infrastructure. So, you will typically see better results testing older companies.

Pay out

I f you dondt c arthissachoon is irrelavantrtceygu. Howewaer, if
you like to get paid you will want to target companies that have the highest

payout. | 6 seen one company pay $1,000 for a vulnerability and another pay
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$50. If y 0 u §oing to be spending time finding bugs you might as well prioritize

companies that have higher payouts.

Conclusion

Picking the right target will make all the difference when doing bug bounties. You
want companies with large scopes and lots of assets to go after. Ify o u n it fer
the money you will want to avoidtarget s t hat dondt pay. 't woul

time if you spent five days on a target to only receive a free pen and t-shirt.

Summary

As you might have learned by now the bug bounty process starts before you start
hacking. You need to pick the right platform so you can maximize your success
rate. From the very beginning of the process you want to set yourself up for the
best chance of getting a vulnerability and getting paid. Hackerone and bug crowd
are two of the most popular bug bounty platforms but d o nfdrget about those
hidden programs. When determining which organization to go after you want to
look for certain traits. Large scopes, high payouts, and the age of an organization
are all the features you want to look for in a bug bounty program to maximize

your efforts.
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Chapter 5: Methodology - Workflows

Introduction

Before you start trying to hack something you need to come up with a high-level

plan of attack. The last thing you want to do is randomly do a bunch of stuff and

get absolutely nowhere. You need to come up with some sort of map or workflow

of your attack process. This will help you see the big picture and how the

different parts of your process connect to each other. The easiest way to map out

your pentest, bug bounty, or hacking process is to create a flowchart or workflow

t hat describes ever yt higitogletailed with thé techwical r y about

aspects you just want a high-level picture of what to do.

Recon Workflo w

Introduction

The recon workflow can be broken up into a couple different parts. You have
your traditional workflow that seems to be a part of everyone's recon process.
Then there are some workflows that are non-traditional and fairly unique. I'll be
breaking down a few different workflows feel free to combine them to forge your
own unique way of doing things. Some workflows may work for you while others
you may completely fail at it. Everyone is different you have to find what works

for you. Hacking is both a science and an art.
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Traditional Workflow

The traditional workflow can be found in almost everyone's methodology. It
seems to be the base that everyone's framework is built from. The traditional bug

bounty workflow will look something like this:

Portscan ASN Data Geo IP

[ i I

h 4

Cidr IP

Domains > DNS

A 4

Fingerprint(Identify
Technology)

Compaﬂv Subdomains

A 4

Content
e Discovery(Crawl)

“—» Javascript Files

Figure 12: Traditional workflow flowchart

As you can see there really isn't anything to fancy going on here, butthatd o e s n 6 t
mean this process wonodt bring Yyintaelywlul ner abi |

However, this process will get refined as you progress through the book.
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Domain

First you will need to pick a company that has a bug bounty program. Next you
will need to locate all domains belonging to that company. After you have
gathered all the root domains you will need to determine the subdomains
belonging to each root domain. Next you will perform DNS resolution to
determine the A, NS, MX, and CNAME records of each target. All A records

should be added to a list of IPs belonging to the company.

CIDR

Depending on the size of the organization they might have their own Classless

Inter-Domain Routing (CI DR) range. | f you doné6t know a (
range of IP addresses belonging to an organization. Large companies tend to

have their own CIDR ranges but smaller companies will typically rent servers

from a third-party vendor such as Rackspace or amazon web services (AWS) so

they wondét have a CIDR range.

P

Once you have gathered a list of IPs you will need to perform a port scan of each
one. lItis vital that you know which protocols and services are exposed, if you
dondt pr erpietedchyhost yonvgll be missing potential vulnerabilities.
You can perform port scans passively using third party scanners or you can scan
the target yourself. | typically like to use third parties, but in some instances, |
need to scan a specific port thattheset hi r d p a suppore l§is also agwvdd

idea to determine the geo location and autonomous system number (ASN) so
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you know where the IP is located and which company owns it. As you will learn
later some vulnerabilities and exploits can be enhanced depending on the
environment they are found in. For example, getting SSRF on a host located on
AWS can result in a finding with much greater impact, this will be discussed later

in the book.

We b Applications

The final step in this recon process is to take the list of subdomains and IPs
running a web application and perform fingerprinting and content discovery on
them. You will need to know what technology runs on each endpoint. Properly
fingerprinting your target is extremely important as it can directly lead to finding
vulnerabilities. For instance, if you see a site is running WordPress you might run
a WordPress scanner on it. If you see an Apache Struts page you might try some
known CVEs for that, the list goes on. After your fingerprint the host you will want
to perform content discovery. This means you will try to figure out what pages are
on the target domain. This is typically done by crawling or performing a directory

brute force on the site.

Conclusion

This is a very BASIC overview of what your process might look like. Ify o u fust e
getting into bug bounties you want to practice and master this process. You must
learn to walk before you start running. | said this was a basic methodology, there
are definitely some other tricks to the game but almost everyone follows this

basic workflow to some degree.
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GitHub Workflow

Introduction

This is probably one of my favorite workflows because itd so easy to perform and
it has a high chance of producing critical severity findings if done properly.
Almost every developer uses GitHub to store their source code. Sometimes
developers will upload hard coded credentials in their source code and config

files for the world to see. These can be used to do all kinds of things.

Workflow

During the recon process you will want to spend effort trying to locate source
code repositories that your target as uploaded. This is in the recon process but
some may say it belongs in the exploit phase because the moment you find
working credentials it becomes a vulnerability. However, | decided to put this in
the recon phase because you must do a substantial amount of recon find these

source code repositories.

—> Domains Github Dork I

A 4

\ 4

Company — > Github Repo

Sensitive Info

Company Github

—>» Company Github Employees

Y

Figure 13: GitHub workflow flowchart
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Conclusio n

Searching for sensitive information in GitHub is an up and coming technique that
a lot of people are using to compromise organizations. Almost every developer
uses GitHub to manage and store their source code. With a little recon you can
find these repositories and if you get lucky you will find some hard-coded
credentials that can be used to login to their application or server. | have
personally used this technique to pop multiple fortune 500 companies. You could
argue that this should go under the exploitation phase but | always end up
performing this workflow in my recon process. However, in this book, this
technique will be discussed in the exploitation section even though | perform this

during the recon process.

Cloud Workflow

Introduction

There are several different cloud providers that companies use instead of hosting
their own infrastructure. AWS, Google Cloud, Azure, and Digital ocean are a few
of these providers. Each of these providers offer the same service, they will host
all of your infrastructure for you. This means your VPS, database, storage, and

everything else can be hosted in the cloud.

Workflow

People have been pillaging AWS S3 buckets for some time now. In case you

d o nkdotv S3 buckets is a place to store files, it acts as your cloud storage.
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Sometimes companies will leave these open to the public allowing people to
download sensitive data. AWS is not the only one impacted by this, nearly all

cloud providers share this misconfiguration.

Bucket Name Brute
Force

Sensitive Data

A 4

Company > Domains

Google Dork to find

Buckets

Figure 14: Cloud workflow flowchart

In this workflow you would check each cloud provider to see if your target has
any assets with a misconfigured storage bucket. This is a very popular workflow

that has gotten bug bounty hunters and pentesters plenty of easy wins

Conclusion

Companies are starting to ditch the idea of hosting their own servers and they
are moving to the cloud. This migration can be complex so mistakes and
misconfigurations can easily be introduced into the environment. Once you find

an open storage bucket you should look for exposed sensitive data.
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Google Dork Workfl ow

Introduction

Google dorks have been around for a long time and hackers have been using
them to find vulnerabilities and for open source intelligence gathering(OSINT) for
just as long. Google dorks allow you to filter through the massive amount of data
Google collects to find specific things, for example if you only want to show PDF
files hosted on an endpoint there is a dork for that. My favorite use cases are to
use google dorks to locate sensitive information on third party sites that my target

uses.

Workflow

This workflow is neat because it requires zero technical knowledge yet can have
devastating impacts. However, it does require a lot of time to shift through all the

irrelevant data but you can stumble across some real interesting stuff.

Sensitive Data

Y

Google Dorks

Y

Domains

Y

Company

Figure 15: Google dorks workflow flowchart

| legit used this workflow all the time beca u s e i t flesandseasy. $ 0 wsed

this to find remote code execution (RCE), working credentials, and potential
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leads. This technique will be talked aboutind et a i | |l ater 1 n the book

spoil it here.

Conclusion

Google dorks are one of the oldest and well-known workflows out there. People
have been using this technique for decades to perform OSINT on their targets,

but for some reason | see people failing to implement it into their own workflow.

Leaked Cr edentials Workflow

Introduction

This workflow may not be in scope for bug bounty programs but | still wanted to
mention it here. Hackers have been hacking websites and dumping their
databases online for decades now. Using these databases leaks it is possible to
find users email and password combinations. These credentials could then be

used to login to other accounts due to password re-use.

Workflow

Ify o u doing bug bounties this workflow might be out of scope. However,

hackers have used this workflow to compromise high priority targets in the past.
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Company Emails Database Leak »  User credentials

Figure 16: Leaked credentials workflow flowchart

First you must go out and find all of these database leaks. These can be

downloaded for free by simply searching on google. lwon 6t show you where
find these you will have to do that yourself. Once you have your database leaks

the final step is to grep through these files for your target domain, something like

A* @exampl e. como. After that 1| smadswithp| et ed vyo

their associated clear text password.

alex@alex-PowerEdge-R710: /storage/databaseZip$ cat Linkedin.txt | grep "@example.com"
mi gexample.com:tesf™

VO i@example.com:go

mi  y@example.com:mi

jo axample.com:repl

he ar@example.com:butter

ma ta_99@example.com: 0691
ka _tutar_el@example.com:21
ma ano@example.com.br:2457m
Ke thADouglas@example.com:1
Yo ick@example.com:wcx:

Dr sky@example.com:113¢

su nalel43@example.com: fari
ce i.07@example.com: 250

in  2xample.com:heslohes

tr xample.com:PAssw

ha 28B@example.com:1234

Re a@example.com:Rebeka

re  las@example.com:nauyi..

Figure 17: Parsing LinkedIn database leak for company credentials

Some stuff has been blurred out but as you can see, we have a list of emails and
their associated passwords. These credentials could then be used to login to an

organization's SSH, VPN, email, or any other service that is exposed to the
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internet. These workflows are meant to be of a high level without technical details
butlwas alittlelessvague on t hi s pr oc e sestalkingabautthsse
workflow past this point. | only included this workflow so that you become aware

of this attack.

Conclusion

Hackers have been hacking databases since the beginning of time. If these
database leaks are posted online, we can perform searches against them to find
user credentials belonging to our target. This combined with the fact that people
love to reuse passwords will often lead to an easy victory. Though you should
know that this type of attack is probably out of scope ify o u doing a bug

bounty.

Exploit Workflows

New CVE Workflow

I ntroduction

This is another favorite workflow of mine which has allowed me to find Remote
Code Execution (RCE) and other critical vulnerabilities. However, unlike other
workflows this can only be initiated a limited number of times per year. It's not

every day that a new RCE comes out.
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Workflow

So, this workflow revolves around pouncing on a target the second a new CVE
with a working POC comes out. You aren't looking for lame vulnerabilities here,
you are looking for high impact vulnerabilities like SQL injection, and RCE. |
have personally had a lot of success with this workflow and can guarantee it will

work if done properly.

New CVE »  Working POC

h 4

Fingerprint Targets Exploit

h

Figure 18 New CVE workflow flowchart

In order for the workflow to work you need to be one of the first people exploiting
a new CVE, remember you don't get paid for duplicates soit 6 s agams thee
clock. You are competing against the blue team patching their software and the
rest of us bug bounty hunters who are searching for these vulns. If you have
properly set up your pre game environment you will be able to tell the second a
new CVE drops via NIST and other sources. | t viaasthat you know within the
first 24 - 72 hours. After that, things start to become mainstream others will learn
about the exploit which means more competition and more chances of the blue
team patching. Y o u  twamt  be that hunter who missed the opportunity to
cash in on easy wins, you need to know the day something critical drops.
Hopefully you have already fingerprinted your targets so you can easily search
which domains are impacted by the new CVE. If not, you will move directly to this

phase to determine which targets to go after. Let's say some dude named
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Orange drops a Palo alto firewall RCE exploit. You will need to figure out if your

targets are running Palo alto so you can launch the exploit. Youdon6t want to go

around trying to exploit everything as that would be foolish. Once you find some
potential targets via fingerprinting you should launch the POC exploit code and

wait to see if it worked.

Conclusion

This is a really basic workflow but it produces superb results. There really isn't
anything fancy you just wait for new exploits to come out and run them against
your target before they get a chance to patch their systems. Here it's all about
speed, your racing against the blue team and other bug bounty hunter. The
second a new CVE drops with a working POC you want to be exploiting it. This
workflow only happens every so often and you have to act fast when it does. If

you are one of the first ones to react you are almost guaranteed a win.

Kn own Expl oit/Misconfigura  tion Workflow

Introduction

This is a workflow that everyone is most likely already doing. Searching for
known vulnerabilities is taught in every ethical hackingcour se, i1t 6s one of
things you | ear n.apéartfof younprogessiten yoddreow i sndt

seriously missing out on a lot of vulnerabilities.
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Workflow

The basic idea here is to fingerprint your targets assets so you can find known
CVEs and misconfigurations impacting their technology stack. For example, if
your target is running apache struts then you may want to try launching some

throwing some apache struts exploits at the target.

Search for known
CVE

Company » Domains » Fingerprint >

h 4

IPs

Figure 19: Known exploit / misconfig workflow flowchart

You need to fingerprint both the targets domains and IPs. Once that is
completed you can search for public CVEs with working POCs. You 6 noeonly
looking for CVEs, y o u also éoking for misconfigurations. CVEs get patched
while misconfigurations can happen at any time to anyone, that's why | find
misconfigurations so interesting. Each technology stack has their own

misconfigurations so you need to be familiar with everything.

Conc lusion

Searching for known exploits and misconfigurations is how most beginners learn
to hack. | can confirm after many years in the field | still use this workflow to find

vulnerabilities. As you gain experience and are exposed to different technology
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stacks you will get better at this workflow. The key to this workflow is knowing

how to google information and experience.

CMS Work flow

Introdu ction

This workflow is similar to known exploit/misconfiguration workflow except we are
specifically targeting content management systems (CMS). According to the

company w3techs over half of the internet uses some kind of CMS.

None ﬁ 43.6%

WordPress

61.4%

Joomla
Drupal
Shopify
Squarespace

Wix

Magento

Figure 20: Percentage of internet using CMS

WordPress alone runs over 30% of all sites on the internet. So being able to
properly probe these systems for vulnerabilities is vital as you are guaranteed to

come across them in the wild.
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Workfl ow

Your process changes a little when dealing with a CMS but it's similar to the
known vulnerability workflow. Over half the internet is ran by a CMS so there
have been a lot of people poking at these systems over the years and that work
has led to lots of exploits being released to the public. These exploits are
generally bundled up as some sort of tool which scans for everything, this makes
your life a lot easier as a tester, all you need to know is what tool to run for which

CMS.

—» Wordpress Scanner

Company > Domains > Fingerprint
F» Drupal Scanner
A CMS Scanners  —

F» Joomla Scanner

IPs

A 4

| Other

Figure 21: CMS workflow flowchart

This workflow relies entirely on being able to identify websites running a CMS. If
you dondét know how cato ofni nygoeur pawoinndtt abne aapbpllei t
correct scanner to run against it. This process will be talked about in detail later

in the book.

Conclusion

Half the internet is running by a CMS which means you're definitely going to be

coming across these while testing. You dondét typically perform
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against a CMS, you normally run some type of scanner against the host which

looks for known CVEs and misconfigurations.

OWASP Workfl ow

Introduction

This workflow is normally done manually with little help from automated
scanners. You are looking for OWASP type vulnerabilities such as SQL injection
cross site request forgery (CSRF), Cross site scripting (XSS), Authentication
issues, IDOR, and much more. These are your common vulnerabilities found in
every web application. While looking manually be on the lookout for architecture
and logic flows that automated scanners ¢ a trpitk up. Note that manual testing

tends to find unique vulnerabilities that tend to pay very well.

Workflow

This workflow is used to find classic web vulnerabilities described by OWASP. If
your hunting for XSS, SQLI, IDOR, file upload, or any other vulnerability it will

should during this phase.

Manual Inspection of
aplication

v

Company Domains » — ™ SQL

> X588
Automated Scanner OWASP
Vulnerabilities

| File Upload

| Other
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This workflow relies heavily on manually testing to find vulnerabilities, you want
to focus in on a single endpoint belonging to your target. However, automated
scanners can be used to find low hanging fruit and they help speed up the
process. For example, you could utilize burp scanner to help find vulnerabilities in
an application. That being said the vast majority of your findings will come from
manual analysis. Authentication issues, logic flaws, and several other

vulnerabilities are extremely hard to find with automated scanners.

Conclusion

This workflow tends to be a mix of manual and automated testing. You want to
look at the endpoint manually so you can cover it in depth, find unique
vulnerabilities, and test for vulnerabilitestha t s ¢ a n n @or You acedooking
for OWASP vulnerabilities found in the vast majority of applications, this should
not be limited to just the OWASP top 10. As you gain experience testing

applications you will get better at this approach.

Br ute Force  Workflow

Introduct ion

This workflow involves brute forcing exposed admin interfaces, SSH services,
FTP, services, and anything else that accepts credentials. If doing this for bug

bounties make sure this technique is in scope. A lot of companies prohibit this
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type of testing but I 6guing to talk about it anyway because i tadvaluable

technique to know.

Workflow

This workflow works well with the GitHub workflow and the leaked credentials
workflow. If you find working credentials on GitHub or if you find a database leak
with the targets credentials you could spray those across all of their login
services to see if they work. You could also build a list of default or common

usernames and passwords and spray those across the targe t 16gsn services.

Comapny > Domains —> SSH
N Web Application
Login Page
. X i > Brute Force
IPs P Login Functionality —
> RDP 0
—> Other

Credentials List

Figure 22: Brute force workflow flowchart

This workflow has been used by malicious hackers and pentesters alike but a lot
of bug bounty programs prohibit this type of testing. So, make sure this type of
attack is in scope before using this workflow.

Conclusion

Brute forcing credentials is an age-old attack. This attack may be old but it still

works all the time, guessing admin credentials is an instant game over. The only
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issue with this workflow is that many organizations will consider this type of

attack out of scope so make sure to check.

Summary

A workflow is a high-level view of an attack process. Specific technologies and
tooling are not mentioned on purpose as over time tools evolve and change.
These workflows stay true regardless of what tool you use, though some tools

may enhance your results.

Everyone should master the traditional workflow which includes finding
subdomains, IPs, fingerprinting endpoints, and other standard practices. This
recon workflow is critical for other workflows to happen. The GitHub and cloud
workflow are excellent for finding vulnerabilities from the start, ify o u makiag for

quick dirty wins these are the workflows for you.

The information gathered in the traditional workflow feeds the vast majority of the
exploit workflows. The new CVE, known/misconfiguration, and CMS workflows all
rely on fingerprint data gathered during the traditional workflow. These workflows
make for a perfect combination and this is how many bug bounty hunters
operate. Some bug bounty hunters prefer to do things manually, which is where
the OWASP workflow comes in. This workflow is used to find those typical
OWASP vulnerabilities and other web exploits that scanners typically miss. You
will see some of your biggest payouts come from this workflow as you will find

unique vulnerabilities that have a heavy impact.
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Hacking is a science and an art. At the end of the day you will have to do what
works bestforyoubut 1t 6s best t oddutsvyeuhbve a gegesal map p e
idea of what to do. You can mix different workflows together or you can come up

with something totally different, you will have to decide what works best for you

and how you want to operate.
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Section 2: Reconnaissance

Intro ducti on

One of the first steps when starting an engagement is to do some
reconnaissance on your target. Recon will make or break you. If you fail to do
this process correctly it will severely hinder your results and the likelihood of

finding vulnerabilities.
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Chapter 6: Reconnaissance Phase 1

Introduction

In my opinion one of the best explanations of the beginning recon process is from
Oxpatrik. The beginning of the recon phase is broken down into vertical and
horizontal correlation. The idea behind horizontal correlation is to find all assets
related to a company. This could be acquisitions, CIDR ranges, and domains that
are owned by the same person. Vertical correlation when dealing with domains

involves finding all subdomains belonging to a single domain.

api.example.com
test.example.com
doc.example.com

app.example.com

A

stage.one.example.com
one.example.com

A4

example.ru example.it example-app.com example.com  myexample.com

A\

Figure 23: Vertical & horizontal domain enumeration
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CIDR Range

Introduction

A Classless Inter-Domain Routing (CIDR) range is a short way of representing a
group of IP addresses. Compromising a server hostedonac o mp & CPR
range may lead you directly into their internal network therefore these assets are
considered critical and are ideal targets. Depending on the targets scope you
may be able to target a co mp a nGiORgange. | would expect this to be clearly
defined in the scope but for large organizations you may have to figure this out

yourself.

ASN

Introduction

An Autonomous System Number (ASN) is a way to represent a collection of IPs
and who owns them. The IP address pool is spread across five Regional Internet
Registries (RIRs) AFRINIC, APNIC, ARIN, LACNIC, and RIPE NCC. The
providers then allocate IP ranges to different organizations. If a company wishes
to buy a block of IP addresses, they must purchase it from one of these

providers.
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AS N Lookup

Each RIRs has their own way to query their database of information. You could
go out to each one separately or you could use a service that aggregates all the

results together.

< (& & mxtoolbox.com/SuperTool.aspx?action=asn%3aequifax&run=toolpage
" TOOLBOX" Delivery Center S
e

MX Lookup Blacklists Diagnostics Domain Health Analyze Headers Free Monitori

SuperTool Betar

facebook

asn:facebook

Total amount of IPs for this ASN: 204,544

As Number As Name CIDR Range
54115 Facebook Inc 163.114.128.0/24
54115 Facebook Inc 163.114.130.0/23
54115 Facebook Inc 199.201.64.0/22
54115 Facebook Inc 199.201.64.0/24
54115 Facebook Inc 199.201.66.0/23
32934 Facebook, Inc. 31.13.24.0/21
m Fw lnc =24 1732 Fié “‘ig

Figure 24: ASN lookup site

We can use (https://mxtoolbox.com/asn.aspx) to findac o mp a A§NGas well

as their correlating CIDRranges. Not e t hat small organizati ot
dedicated CIDR range, they normally use third party cloud vendors such as AWS

and Rackspace, or they will host their stuff under an internet service provider

(ISP) IP. However, large companies tend to have their own CIDR range and we

can use this information to target machines hosted there.
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Conclusion

CIDR ranges can be used to help identify assets belonging to an organization.
Small organizations tend to host all their assets on the cloud but large
organizations will have a dedicated IP range. If a company wants a CIDR range it
must be allocated to them by one of the five RIRs. These databases are public
and can be queried to determine what resources an organization owns. If servers
hosted on these IPs are compromised, they could link directly into the targets

internal network, this is what makes these targets so interesting.

Revers e Whois

In trodu ction

Another trick to find assets owned by an organization is to see which domains

that company has purchased. When registering a domain your information is

saved in a whois database. This information contains the registers name,

address, email, and much more. Searching the whois database we can find all

domains registered by the emai l|lsefWfoisexampl e. c
guard to hide this information but many companies forget to enable this. Note

that some companies have a predefined scope that can 6 ¢ brdken but others

have very large and open scopes and this technique can be used to find hidden

assets.
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Revers e whois

There are several online sources that constantly monitor and scrape the whois
database for analysis. We can use these services to find domains that are owned

by the same organization.

ViewdNS.info

Tools API Research Data

ViewDNS.info > Tools > Reverse Whois Lookup

This free tool will allow you to find domain names owned by an individual person or company. Simply enter the email address or name of the person
or company to find other domains registered using those same details. FAQ.

Registrant Name or Email Address:
facebook.com GO

Reverse Whois results for facebook.com

There are 560 domains that matched this search query.
The first 500 of these are listed below:

Domain Name Creation Date ||Regist.rar

1-facebook.com 2016-04-20  ||GODADDY.COM, LLC

3g-facebook.com 2017-06-17 ||TURNCOMMERCE, INC. DBA NAMEBRIGHT.COM
3m-rsj.com 2013-09-02 PSI-USA, INC. DBA DOMAIN ROBOT

3ut.us 2011-05-10 GMO INTERNET, INC. D/B/A ONAMAE.COM

83728763471r714e4182r1d223e2-

noreply-£facebook . com 2018-07-15 GODADDY.COM, LLC

aamco-facebook.com 2017-06-21 TUCOWS DOMAINS INC.

aamco-facebook.com 2017-06-21 TUCOWS DOMAINS INC.

access-facebook.com 2009-05-29 GODADDY.COM, LLC

account-security-facebook.com 2018-02-16 IASCIO TECHNOLOGIES, INC. DANMARK - FILIAL AF ASCIO

TECHNOLOGIES, INC. USA

Figure 25: Reverse whois lookup

The online service can be used to perform reverse whois searches for free. This
service uses historical whois data to find domains that were registered using the
same email.

0 https://viewdns.info/reversewhois
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Conclusion

Using historical whois data to perform reverse whois searches is an excellent
way to find domains that were purchased by the same organization. Companies
often own more than one domain so finding these additional assets can help

widen your scope.

Revers e DNS

Introduction

Without the Domain Name System (DNS) you wouldn't be able to correlate
domains to IPs (if you don't know what DNS is, | would suggest googling it now).
DNS records contain several bits of information that can be used to correlate
domains to one another. The A, NS, and MX records are the most popular ways
to find domains that are likely to be owned by the same person. If domains share
the same A, NS, or MX record then it is possible they are owned by the same
person. We can use reverse IP, reverse name server, and reverse mail server

searches to find these domains.
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Reverse Name server

Large companies often host their own name servers so they can route traffic to

the correct IPs. These servers are configured by the organization who owns them

So it stands to say that Microsoft wouldn6t have domains pointi
name server. We can assume that any domain pointing to a Facebook name

server must be owned by Facebook, though you may find a few edge cases.

alex@alex-PowerEdge-R710:~% nslookup -type=NS facebook.com
Server: 127.0.1.1
Address: 127.0.1.1#53

Non-authoritative answer:
facebook.com nameserver = b.ns.facebook.com.
facebook.com nameserver a.ns.facebook.com.

Figure 26: DNS nameserver lookup

ng

It is important to note thatthi s name server | smc®amepoi nti ng

serverlik e sin godaddy. como. Ther endsooffdemaimundr eds

pointing to GoDaddy name s e r v e r genpericinan@ server that a lot of people
use. To perform reverse name server lookups the name server must be owned

by the organization otherwise you will get a lot of false results.
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DomainEye

v1.0.2 beta

b.ns.facebook.com reverse ns v | m

i Insert a name server (host) or IP to find related domains by NS record.

3101 domains poiting to name server b.ns.facebook.com

Download Full Report

facebookinourcommunity.org jimskido.nl terragraph.support creativityexplored-instagram.net
facebookcanvas.nl facebookcommunitiessummit.com creativityexploredinstagram.net instagram.soy
supportfreebasics.in fbbswagstore.com instagramtogether.net instagram-wellbeing.org
instagram-safety.net instagram-kindness.org fblitho.net devcguides.org
facebookinourcommunity.net instagramkindness.net fbinourcommunity.com instagram.realty

Figure 27: Reverse nameserver search

We can use the service provided by to perform reverse name server lookups. It
can be assumed that these endpoints belong to Facebook but you may have a
few false positives in there.

0 https://domaineye.com/

Reverse Mail Server

We can use the same technique to perform reverse mail server searches. Just

like before the MX record returned must be owned by the target organization.

alex@alex-PowerEdge-R710:~% nslookup -type=MX facebook.com
Server: 127.0.1.1
Address: 127.0.1.1#53

Non-authoritative answer:
facebook.com mail exchanger = 10 smtpin.vvv.facebook.com.

Authoritative answers can be found from:

Figure 28: DNS mail server lookup
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Just as before use https://domaineye.com/ to perform the reverse mail server

search.

Reverse IP

Utilizing the companies CIDR ranges we can perform a reverse IP search to find
any domains that are hosted on those IPs. Some people will also use the A

record of their target domain to perform this reverse IP search. Again, you can

use https://domaineye.com/ to perform this search.

Conclusion

DNS records can be used to tie domains together. If domains share the same A,
NS, or MX record we can assume they are owned by the same entity. There may
be some false positives but these can be filtered out. This technique will greatly

increase your scope has a bug bounty hunter, just make sure it allowed first.

Google Dork

| ntroduction

Google dorks have been around for a while. I will discuss google dorks in greater
detail later in the book. For now, we will be usingtheii Rt @ dfmd wordd o

that are present on a webpage.

Ghostlulz AKA Alex Thomas


https://domaineye.com/
https://domaineye.com/

Dork

Page |74

At the bottom of most pages you will see some sort of copyright tag. This unique

tag can be utilized to find domains owned by the same company.

< C a

ABOUT US
QOur Company
Investor Relations
Starbucks Stories

Press Center

9 Find a Store

starbucks.com

English

f vy 00

CAREER CENTER
Working at Starbucks
College Plan

Current Partners
Corporate Careers

Manufacturing and
Distribution

Retail Careers

International Careers

Web Accessibility | Privacy Policy | Terms of Use | Customer Service | Contact Us | Site Map

I© 2019 Starbucks Coffee Company. All rights reserved. I

Join our email list

By clicking "GET STARTED" | agree to receive news,
Statement and Customer Service.

FOR BUSINESS
Office Coffee

Starbucks Coffee
International

Foodservice

Starbucks Card Corporate
Sales

Landlord Support Center

Suppliers

Figure 29: Starbucks copyright text

We can then take that copyright text and search for every other website that

contains this text
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-L.
0

GO gle intext:"© 2019 Starbucks Coffee Company. All rights reserved."

Starbucks - Hopscotch

https://www.starbuckshopscotch.com ~
... or used by anyone else. Limit one board per person. See Starbucks Rewards™ Terms of Use
for details. © 2019 Starbucks Coffee Company. All rights reserved.

People also search for X
starbucks match game  starbucks menu challenge 2019
starbucks game rigged  starbucks game 2019 summer

starbucks for life cheats starbucks matcha two 2019

Figure 30:Google search for copyright text

Conclusion

Using the fAintext ogagzatiors copyrightdaxtkve eam find a n
sites owned by the same company. Google dorks are a great way to find hidden

assets the only drawback is that this technique tends to be highly manually.

Too Is

Amas s

Introduction

Amass is the most popular asset discovery tool there is. This tool has many
features and acts as the swiss army knife of asset discovery. | will be using this
tool a lot throughout this book so make sure you get comfortable with it.

0 https://qgithub.com/OWASP/Amass
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I ns tallation

First you need to install amass. To install amass follow the instructions at

(https://github.com/OWASP/Amass/blob/master/doc/install.md). | personally used

snap to install amass, this can be done with the following command:

sudo snap install amass

ASN

Remember that we can use ac o mp a A§Nsmber to find a list of assets
belong to the organization. First, we must find a list ASN numbers assigned to an
organization using the following amass command:

amass intel -org <company name here>

alex@alex-PowerEdge-R710:~/tools$ amass intel -org facebook
32934, FACEBOOK - Facebook

54115, FACEBOOK-CORP - Facebook Inc

63293, FACEBOOK-OFFNET - Facebook

Figure 31: Amass ASN search

This command will return a list of ASN numbers that might belong to the
organization, make sure to verify the names as there will be false positives

sometimes.

Now that you have a list of ASN numbers you can find the associated CIDR
range by using the following bash command:
whois -h whois.radb.net -- '-i origin <ASN Number Here>' | grep -Eo "([O-

9.]+){4}/[0-9]+" | sort -u
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alex@alex-PowerEdge-R710:~/tools$ whois -h whois.radb.net —— '-i origin AS32934' | grep —-Eo "([0-9.]+){4}/[0-9]+" | sort -u

102.132.96.0/20
102.132.96.0/24
102.132.97.0/24

Figure 32: Find CIDR range from ASN number

You can also use amass to find a list of domains running on a given ASN. This
will use reverse IP searches to find domains running on the IPs in the specified
ASN. The following command can be used to find domains running on a given
ASN:

amass intel -asn <ASN Number Here>

alex@alex-PowerEdge-R710:~/tools$ amass intel -—-asn 32934

Figure 33: Amass find domains hosted on an ASN

CIDR

Amass can also be used to find domains on a given CIDR range. We can use the

following command to find these endpoints:

amass intel -cidr <CIDR Range Here>
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alex@alex-PowerEdge-R710:~/tools$ amass intel -cidr 31.13.66.0/24

Figure 34: Amass find domains hosted in a CIDR range

Rev erse Whois

Given a specific domain amass can utilize reverse whois searches to find other
domains purchased by the same user. The following command can be used to
issue this request:

amass intel -whois -d <Domain Name Here>

alex@alex-PowerEdge-R710:~/tools$ amass intel -whois -d facebook.com

Figure 35: Amass reverse whois search

Conclusion

Amass is one of the best tools for asset discovery. If y o ne fboking to expand
your scope by finding additional domains owned by your target amass is the
perfect tool. Make sure to get comfortable with this tool as you will end up using it

a lot throughout your engagements.
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Summary

This part of the recon process is all about horizontal correlation and expanding
your scope. Many bug bounty programs have a fixed scope to a set of domains
or | Ps so you wamgebstothdiseendpoints.dHanewkr, Sorae bug
bounties have an open scope which allows you to target asset they own. Being
able to find CIDR ranges, domains, and other assets is vital if your hunting on a
target with an open scope Using the tool amass will allow you to perform this
entire phase with one tool. The more targets you find in this phase the better your

odds will be in finding a vulnerability in the exploitation phase.
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Chapter 7: Reconnaissance Phase 2

Wordlist

Introdu ction

Your wordlist can make or break you during the reconnaissance phase. A bad
word list will cause you to miss critical assets and endpoints. Word lists are used
to find new subdomains, interesting files, cracking passwords, and much more.
Using the right word list will instantly increase your success rate when hunting for

vulnerabilities.

Sec Lis t

Introd uction

Seclists from danielmiessler is a very popular source of different wordlists. If
y 0 u fmokiag for a good wordlist this should be the first place you look, chances
are they have the wordlist you're looking for.

0 https://qgithub.com/danielmiessler/SecLists

Robots Disallow

When performing directory brute force attacks, | generally try to focus my efforts
on finding interesting endpoints. | don't really care that there is an index.php
page, | want to know if there is something juicy that can lead to a quick win this

can be accomplished with the robots disallow wordlist:
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0 https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-

Content/RobotsDisallowed-Top1000.txt

As you know the robots.txt disallow directory is used to tell scraping bots such
as google to not crawl certain files and file paths, this can be a good indication
that they are trying to hide something. The robots disallow wordlists is a
collection these directories taken from Alexa top 100K and the Majestic top 100K.
Basically, some people went to the top 100k sites downloaded their robots.txt file
and parsed out the disallow directories to a wordlist. If y o u fbakieg to find

interesting endpoints on a target this is the list for you.

RAFT

The RAFT lists seem to be everyone's favorite word list for directory brute forcing
and | can see why. The RAFT wordlists contains a large number of interesting
filenames and directories. There are several different versions of this list ranging
in size but | generally just go with the largest list. Make sure to use both the
directories and files wordlist:

0 https://qgithub.com/danielmiessler/SecLists/blob/master/Discovery/\Web-

Content/raft-large-directories.txt

0 https://qgithub.com/danielmiessler/SecLists/blob/master/Discovery/\Web-

Content/raft-large-files.txt

Technology S  pecific

During the fingerprinting phase you will determine the technology stacks used by
various endpoints. If you know a target is running a specific technology you can

double back to this phase and use a wordlist to specifically target that
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technology. If you are running a directory brute force on a PHP application it
doesn't make sense to use a wordlist that contains .ASP filenames as those are
associated with .NET applications. Seclists contains specific wordlists for PHP,

Golang, ASP, Apache, IIS, and a bunch more.

danielmiessler / SecLists

<> Code Issues 4 Pull requests 0 Projects 0 Wik

Branch: master v = SecLists / Discovery /| Web-Content / CMS /

[Ow] draguntsow Create a wordlist of Modx Revolution CMS packages

[£) ColdFusion.fuzz.txt - sorted alphabetically

) SAP.fuzz.txt rename 's/_/-/g'

[£) Sharepoint.fuzz.txt rename 's/_/-/Q'

[£) SiteMinder.fuzz.txt rename 's/_/-/g'

[E) Sitefinity-fuzz.txt rename 's/_/-/g'

[£] caobox-cms.txt rename 's/_/-/g'

=) drupal-themes.fuzz.txt rename 's/_/-/g'

=) flyspray-1.0RC4.txt Add "-" to split up words, movs
] joomla-plugins.fuzz.txt rename 's/_/-/g'

Figure 36: Seclists GitHub repo
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There are also specific wordlists for CMSs. If you find a WordPress application it
would be a good idea to perform a directory brute force using a wordlist

specifically made for WordPress.

Conclus ion

Seclists is a one stop shop for wordlists. This repo will contain almost every
wordlist you will need while hunting for bugs or performing a penetration test.
There are a bunch of wordlists in there make sure to spend some time trying out

different ones to see which one you like the best.

Common Speak

Common speak from Assetnote has a unique way of generating wordlists and
one of my favorite wordlists to use for subdomain brute forcing. There are
numerous datasets on Google Big query that are constantly being updated with
new information. These datasets are used by common speak to create a wordlist
that contain current technologies and terminology.

https://github.com/assetnote/commonspeak?

O«

https://github.com/assetnote/commonspeak?2-wordlists

O«

All

The all word list from jhaddix is probably the largest wordlist out there, the

majority of people use this wordlist for subdomain brute forcing. If you're looking
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for a word list that contains everything t hi s i s the ontnfedaf or you.
bigger word list than this one.

0 https://gist.github.com/jhaddix/86a06¢c5dc309d08580a018¢c66354a056

CRTSH

Certificate transparency logs will be talked about in depth later in the book but for
now all you need to know is every https domain is logged in a database
somewhere. Internetwache created a tool to scrape this database for
subdomains. Every hour Internetwache uses this tool to update his wordlist. This
is an excellent way to get a list of relevant and up to date subdomains. This
wordlist is highly underrated and should be used in your subdomain brute force

phase.

0 https://github.com/internetwache/CT subdomains

Conclusio n

Having a bad word list will cause you to miss all kinds of easy wins. Properly
preparing a good word list to use is vital when performing directory, subdomain,
or parameter brute forcing. Some of my best findings have come from having the
right word in a wordlist. As you start finding interesting vulnerabilities and bugs

you may find yourself creating your own unique wordlist to use.
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Subdomain Enumeration

Introducti on

| know | say that every stage is vital to finding vulnerabilities but this is especially
true here. Unless you plan on going after an organization's main site, youd r e
going to have to get good at enumerating subdomains ast h ahow s o0 u going
to find the majority of your targets. The internet is flooded with subdomain
enumeration techniques and they are all very good. If you have been around bug

bounties for a little bit the following techniques are going to feel familiar.

Forward DNS
Database

. Brute
Domain "1 Force(Gobuster)

T— Wordlist

Subdomain
7| Permutation(altdns)

DNS Resolve »  Subdomain List

] Crt.sh

» Third Parties(Amass) —

> Virus Total

> Github i Netcraft

>  Search Engine

Other

Figure 37: Subdomain enumeration workflow flowchart
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Certification Transpare ncy Logs

Introducti on

Any site that starts with HTTPS:// uses SSL certificates to provide a secure
connection. If a hacker or rogue certificate authority is able to forge this certificate
they would be able to perform man in the middle attacks. To help thwart rogue
certificate authorities from creating fake SSL certificates the certificate
transparency log was created. We as attackers can utilize this database to find
subdomains of a target, as long as they have an SSL certificate they will be

logged in a database.

Certificat ion Transparency Logs

The certificate transparency log is used to monitor and audit unauthorized
certificates. Every time you get an SSL certificate for your domain or subdomain
it will be logged in certificate transparency logs. We can take advantage of this
behavior to help enumerate subdomains belonging to a domain. There are tools
out there that go out and gather all the transparency log files and store them in
locally in a database. However, in this blog | 6guming to be utilizing the site
CERT.SH. We can find all SSL certificates belonging to a domain by issuing a

GET request to https://crt.sh/?q=%25.facebook.com as shown below:
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https://crt.sh/?q

Certificates.

crt.sh 1D
1412755080
1412755080
1410076260
1410076260
1410069427
1410069427
1409578811
1409578811
1409579860
1409579860
1409579860
1409573860
1409579860
1409579860
1409574554
1409574554
1409185420
1409185420
1409027582

327
1404440166
1404440166

Logged At 1t Not Before Not After

2019-04-23
2019-04-23
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22

6 2019-04-21
6 2019-04-21

2019-04-21
2019-04-21
2019-04-21
2019-04-21
2019-04-20
2019-04-20

Isenmy

_shortwave.facebook.com
hortwave.facebook.com
tls13.facebook com
1513 facebook.com
. facebook.com
-m facebook com
".secure.beta facebook.com
ecure.beta facebook.com
_internme facebook.com
nternmc.facebook.com
.m.internme.facebook .com
internmc facebook.com
r.secure.internmc.facebook.com
ecure internme facebook.com
.cinyour.facebook.com
inyour.facebook.com
_secure |atest facebook.com
2019-04-11 2019-07-10@ecure latest. facebook.com
2019-04-12 2019-07-11 extern.facebook.com
2019-04-12 2019-07-11jgextern facebook com
2019-04-11 2019-07-108 z facebook.com
2019-04-11 2019-07-108 facebook.com
2019-04-11 2019-07-108 v6.facebook.com
2019-04-11 2019-07-108v6 facebook.com
2019-04-11 2019-07-108 prod.facebeok.com
2019-04-11 2019-07-10@prod facebook com
2019-04-20 2019-07-19% rampart001.facebock.com
2019-04-20 2019-07-1%%ampart001.facebook.com

2019-04-11 2019-07-1
2019-04-11 2019-07-1
2019-04-22 2019-07-21
2019-04-22 2019-07-21
2019-04-22 2019-07-21
2019-04-22 2019-07-21
2019-04-11 2019-07-1
2019-04-11 2019-071
2019-04-12 2019-07-11
2019-04-12 2019-07-11
2019-04-12 2019-07-11
2019-04-12 2019-07-11
2019-04-12 2019-07-11
2019-04-12 2019-07-11
2019-04-11 2019-07-1
2019-04-11 2019-07-1
2019-04-11 2019-07-1

Criteria

Identity LIKE %.facebook.com

Issuer Name
0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, QU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
O=DigiCert Inc, OU=www digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=wwwi.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
O=DigiCert Inc, OU=www digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, QU=wwwr.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=wwi.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
O=DigiCert Inc, OU=www digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server GA
0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
O=DigiCert Inc, OU=www digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server GA
DigiCert Inc, QU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
O=DigiCert Inc, OU=www digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, QU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, OU=www digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=wwi.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
O=DigiCert Inc, OU=www digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
DigiCert Inc, OU=www digicert.com, CN=DigiCert SHA2 High Assurance Server CA
0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert SHA2 High Assurance Server CA
C=US, 0=DigiCert Inc, OU=www.digicert.com, CM=DigiCert SHA2 High Assurance Server CA

Figure 38: certificate transparency search for subdomains

As shown above you will be presented with a huge list of subdomains. Many

subdomain enumeration tools use certificate transparency logs as part of their

enumeration process. Though there are tons of tools that do this automatically

behind the scenes but it's always nice to have a deeper understanding of what's

happening under the hood.

Tools

Feel free to browse the site in your browser but | personally like using the

command line and a python script as it G@a&sier to parse out the subdomains.
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Figure 39: Command line certificate transparency search

If you want to use the command line for this checkout my tool | created to extract
subdomains from cert.sh:

0 https://qgithub.com/ghostlulzhacks/Certificate TransparencylLogs

Conclusion

Certificate transparency logs contain a list of all websites who request an SSL
certificate for their domain. These logs were created to help spot forged

certificates but we can use them in our subdomain enumeration process.

Search Engine

Google dorks can be utilized to find subdomains with the following dork:
0 site:

This specific dork will return all links belonging to a specific domain.
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site:.facebook.com -site:www.facebook.com

All Images Videos Maps News

41,000,000 Results Anytime

Facebook - Log In or Sign Up
mbasic.facebook.com ~

Create an account or log into Facebook. Connect with frien
photos and videos, send messages and get updates.

Log Into - Log in FB - All in One - Facebook Policies - Help C|

Log in to Facebook | Facebook
en-gb.facebook.com/login.php ~
Log in to Facebook to start sharing and connecting with yo

Log into Facebook | Facebook
https://apps.facebook.com/doubledowncasino ~
Log into Facebook to start sharing and connecting with yol

Facebook - Connexion ou inscription
https://fr-fr.facebook.com ~ Translate this page

This technique can be done manually b u t

Figure 40: Google dork to find subdomains

Forward DNS

Introduction

huge list of subdomains belonging to an organization.
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Rapid7 Project Sonar conducts internet-wide surveys to gain insights into global

security researchers to utilize. Utilizing the forward DNS dataset, we can gather a
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Rapid 7 Forward DNS

Rapid 7 provides Any, A, AAAA, CNAME, MX, and TXT records of every domain
they know about. This information is regularly updated and archived; this means
we can also search historical data for subdomains.

https://opendata.rapid7.com/sonar.fdns v2/

O«

https://opendata.rapid7.com/sonar.fdns/

O«

Once the dataset is downloaded you can utilize the zgrep tool to parse out
subdomains as shown in the following command:

zgrep d.domain\. c o mo , 6 _gatasehjson.gz

alex@alex-PowerEdge-R710:/storage$ zgrep '\.starbucks\.com",' 2019-10-26-1572133354-fdns_any.json.gz

"timestamp":"1572148706"," ":"_sip._tcp.starbucks.com","type":"srv","value":"10 10 5060 sparkexpressl.starbucks.co"}
'1572148586"," '_sip._tls.starbucks.com","type":"srv","value":"@ @ 443 sip.starbucks.com"}

"1"1572149268"," '_sipfederationtls._tcp.starbucks.com","type":"srv","value":"® @ 5061 sip.starbucks.com"}
"timestamp":"1572148880"," ":"_sipinternal._tcp.starbucks.com","type":"srv","value":"@ @ 5061 chdlyncpool@l.starbucks.com"}
"timestamp":"1572148605"," ":"_sips._tcp.starbucks.com","type":"srv","value":"10 10 5061 sparkexpressl.starbucks.co"}
"timestamp":"1572148468"," ":"_xmpp-server._tcp.starbucks.com","type":"srv","value":"® @ 5269 chdlyncedge®l.starbucks.com"}
"timestamp":"1572148987","name":"a.ns.e.starbucks.com","type":"a","value":"65.125.54.133"}
"timestamp":"1572148551","name":"a.ns.e.stories.starbucks.com","type":"a","value":"65.125.54.133"}

"timestamp":"1572150025", " name":"activesync-iad3.starbucks.com","type":"a","value":"98.99.254.175"}
"timestamp":"1572150150","name":"activesync.gtm.starbucks.com","type":"a","value":"98.99.250.137"}
"timestamp":"1572150150","name":"activesync.starbucks.com","type":"cname","value":"activesync.gtm.starbucks.com"}

Py e ey ey ey ey ey ey ey ey ey

Figure 41: Parse subdomains from forward DNS dataset

Note that gzip searches based on a regex so you must escapethefi 6 char acters
withafor war d \6s.l aTshhi sii p rysloweas ywur systent hasito grep
through 30GB of text. This technique should provide you with a very large list of

subdomains.

Conclusion

Rapid7 regularly scans the internet and provides this data for security

researchers to utilize. We can use the forward DNS data to find subdomains
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belonging to our target. Although this process is slow, it will provide you with a

large set of subdomains.

GitHub

Almost every developer uses GitHub to store their source code. Developers will

often hard code private or hidden endpoint points in their source code. Scraping

subdomains from GitHub is an excellent way to find hidden endpoints that other

methods would miss. This can be accomplished by using the following tool by

gwen001:

0 https://github.com/gwen001/github-search/blob/master/github-

subdomains.py

alex@alex-PowerEdge-R710: /storage$ python3 github-subdomains.py

-d starbucks.com -t

unable to cache TLDs in file /usr/local/lib/python3.5/dist-packages/tldextract/.tld_s

www.starbucks.com
globalassets.starbucks.com
.cert.starbucks.com
.dev.starbucks.com
.appdev.starbucks.com
loadglobalsecureui.starbucks.com
globalloadsecureui.starbucks.com
globalsecureui.starbucks.com
stageglobalsecureui.starbucks.com
globalstagesecureui.starbucks.com
store.starbucks.com
www.app.test.starbucks.com
.test.starbucks.com
testglobalsecureui.starbucks.com
app.starbucks.com
preview.starbucks.com
mobilelogin.starbucks.com
green.starbucks.com
alexa.starbucks.com
testwww.starbucks.com
stageglobalassets.starbucks.com
tsticommerceagent.starbucks.com
loadglobalassets.starbucks.com

testglobalassets.starbucks.com
. —ei———

Figure 42: GitHub subdomain enumeration tool
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This is an amazing technique and you should definitely incorporate it into your

workflow.

Brute Force

Introduction

Brute forcing is probably the most popular way to find subdomains. You might
think that you send a get requests to a bunch of subdomains and see which ones
resolve butt h avirang. DNS can be used to brute force subdomains without
sending packets to your target. All you do is perform a DNS requests against a

subdomain ifitresolvestoanl P t hen you know ités |ive.

Gobuste r

There are many tools that can perform subdomain brute forcing but | prefer to
use Gobuster. You should already have a few wordlists to use if not go back and
review the chapter on wordlists, remember your wordlist will make or break you
in this phase.

0 https://qgithub.com/OJ/gobuster
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alex@alex-PowerEdge-R710:~/tools$ ./gobuster dns -d startbucks.com -w subdomains.txt

Gobuster v3.0.1
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Domain: startbucks.com
[+] Threads: 10
[+] Timeout: 1s
[+] Wordlist: subdomains. txt

2019/11/@3 19:00:35 Starting gobuster

Found: www.startbucks.com
Found: mail.startbucks.com
Found: webmail.startbucks.com
Found: docs.startbucks.com
Found: calendar.startbucks.com
Found: email.startbucks.com
Found: e.startbucks.com
Found: ftp.startbucks.com
Found: pda.startbucks.com
Found: pop.startbucks.com
Found: imap.startbucks.com
Found: smtp.startbucks.com

Figure 43: Gobuster subdomain brute force

Note that your results will only be as good as the wordlist you use. If you have
plenty of time to spend then it is optimal to choose a large wordlist so you can
cover everything. However, if you are trying to move quick you may have to limit

the size of your wordlist and rely more on other techniques.

Conclusion

Subdomain brute forcing is one of the most popular and best ways to find
subdomains. Just make sure you are using a good wordlist as the wrong wordlist

can cost you results.
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Subdoma in Permutatio n

One of the best ways to find hidden assets is through the use of permutations. A
permutation is a way a set of words can be rearranged. For example, if we have
the subdomain test.starbcuks.com and the words dev, stage, and production we
could come up with several possible subdomains. We would have dev-
test.starbucks.com, dev.test.starbucks.com, production-test.starbucks.com, and
so on. All this can be done automatically with altdns:

0 https://qgithub.com/infosec-au/altdns

Using altdns we can pass in a list of found subdomains and a list of words and
the tool will output a huge list of permutations. The tool can also resolve each
newly found subdomain to see if they are live:

altdns -i found_subdomains.txt -o permutation_output -w words.txt -r -s

resolved_output.txt

alex@alex-PowerEdge-R710:~/tools/altdns$ altdns -1 starbucks_subdomains.txt -o data_output -w words.txt -r -s results_output.txt
raw-oct.scmdev.starbucks.com : 98 23

alembic-lax.scmtest.starbucks.com
gist-1.scmdev.starbucks.com : 98
reviews-raw.scmtest.starbucks.com :
acc-alembic.scmtest.starbucks.com :
proxy.raw.scmdev.starbucks.com :
administrator-pages.scmdev.starbucks.com
render-php.scmtest.starbucks.com :
accounts.pages.scm.starbucks.com :
westeuropeuploads.scm.starbucks.com
rawfrontpage.scm.starbucks.com :
turk.render.scm.starbucks.com : 9

Figure 44: Altdns subdomain permutations

This may take a while to run but this technique will generate a bunch of hidden
assets you would have never found. Note that this technique should be
performed after you have gathered a list of subdomains it does no good to create
permutations of subdomains if you have no subdomains. So, this should be

performed as the last step in your subdomain enumeration process.
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Other

There are a lot of other techniques and resources that people can use to find
subdomai ns oindeptlam avery single one of them as that could be a
book in itself. However, most of the other techniques involve querying or scraping
some third-party resource for subdomains they know about. A small list of these
resources can be found below:

0 Virus Total

0 Netcraft

0 DNSdumpster

0 Threat crowed

0 Shodan

0 Cencys

0 DNSdb

0 Pastebin

This list can go on forever. Note that the vast majority of these resources have
been compiled into the most popular subdomain enumeration tools so there is no

need to manually do this process. You should be utilizing a tool that scrapes all

these resources for you.

Tools

Amass

You should already be familiar with amass as we used it in our horizontal
correlation process. This tool can also be used in the vertical correlation phase to

find the subdomains of your target.
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0 https://github.com/OWASP/Amass

Use the following command to get a list of subdomains using amass:

amass enum -passive -d <Domain Name Here>

alex@alex—PowerEdge-R710:~% amass enum —-passive -d starbucks.com

Figure 45: Amass subdomain enumeration

Amass will utilize a bunch of online resources to find subdomains. Most of these
are third party vendors which they scrape or utilize their API to pull a list

subdomains.

Kn ock.py

This tool seems to miss a lot of subdomains but I still like it because it shows the
response status and the technology stack. This is very useful for quickly
understanding each subdomain.

0 https://qgithub.com/guelfoweb/knock

Use the following command to run the tool:

knockpy.py <Domain Name Here>
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alex@alex-PowerEdge-R710:~/tools/knock$ python knockpy/knockpy.py

| 1/ 7 | 4.1.1

| "/ _ - __— ___| | —__ _ _

| <1 ' N/Z7_ N/ __[ /7 '\ | ||

N N T G T G S I D R I O B

(TR T S 2 N T £ W O 2 N
|| /|
(-1 [ —

+

checking for virustotal subdomains: SKIP
VirusTotal API_KEY not found

checking for wildcard: NO

checking for zonetransfer: NO

resolving target: YES

scanning for subdomain...

I+ + +

starbucks.com

Ip Address Status Type Domain Name Server

8.33.184.254 200 host a.starbucks.com Apache

67.134.222.254 200 host a.starbucks.com Apache

B8.23.247.244 200 host a.starbucks.com Apache

98.99.252.56 403 host api.starbucks.com BigIP

104.80.77.244 301 alias app.starbucks.com AkamaiGHost

104.80.77.244 301 alias starbuckssites.starbucks.com.edgekey.net AkamaiGHost
104.80.77.244 301 host el3595.a.akamaiedge.net AkamaiGHost

12.18.141.21 host apps.starbucks.com

204.238.150.111 host auth.starbucks.com

216.161.14.126 host aw.starbucks.com

98.99.252.42 403 alias beta.starbucks.com BigIP

98.99.252.42 403 host wwwstage.starbucks.com BigIP

204.74.99.103 302 host blog.starbucks.com UltraDNS Client Redirection Server
98.99.252.176 404 alias blogs.starbucks.com Microsoft-IIS/8.5

Figure 46: Knock.py subdomain enumeration tool

Conclusio n

Subdomain enumeration is one of the most important steps in the recon process.

There are numerous techniques but the main ones include gathering information

more third parties, brute forcing, forward DNS database, and subdomain

permutations. Amass can be used to scrape all of the third-party resources.

Gobuster should be used for brute forcing subdomains, and the tool Altdns

should be used for subdomain permutations. If you use all of these techniques

correctly you should have a very thorough list of subdomains.
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DNS Resolutions

During the subdomain enumeration process, you should have generated a large

list subdomains. In order to start probing these endpoints you need to know

which ones are live. To do this we can perform a DNS lookup against a domain

to see if it contains an A record. If it does then we know the subdomain is live.

Most subdomain enumeration tools will do this automatically but other tools do n 6 t
perform any validation. If you have a list of subdomains you can use Massdns to
determine which ones are live domains.

0 https://qgithub.com/blechschmidt/massdns

The tool is written in C and requires us to build it before we can use it. To do so

run the following command:

git install https://github.com/blechschmidt/massdns.qgit
cd massdns

make

Note that in order to parse out the live domains we will need to parse the tools
output. This can be done with a json parse, | will be using JQ for this. JQ is a
command line json parser.

0 https://qgithub.com/stedolan/jg

Another thing to note is that you must also have a list of DNS resolvers for the
tool to use. The most popular one is Googlesi 8. 8. 8. 8 0. I f you

you may want to add more.

The tool can be run with the following command:
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Jbin/massdns -r resolvers.txt -t A -0 J subdomains.txt | jq
'select(.resp_type=="A") | .query_name' | sort -u
Resolvers.txt should hold your list of DNS resolvers and subdomains.txt holds
the domains you want to check. This is then piped to JQ where we parse out all
domains that resolve to an IP. Next, we use the sort command to remove any

duplicates.

Sc reen shot

Wheny o u dealieag with thousands of targets it is much easier to scroll through
a bunch of screenshots than visiting each site manually. Just by looking at a
screen shot you can determine several things such as its technology, is it old,
does it look interesting, is there login functionality, and much more. There have
been several cases where browsing screen shots has led me directly to remote
code execution (RCE). When gather screenshots | generally use the tool
eyewitness:

0 https://qgithub.com/FortyNorthSecurity/EyeWitness

Once you download and install the tool you can run it with the following
command:

Python3 EyeWitness.py -f subdomains.txt --web
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alex@alex—PowerEdée—R?la:~/massdns/E}ewitness$ ./EyeWitness.py -f subdomains.txt —--web

B S i3

# EyeWitness #
B e 2
# FortyNorth Security - https://www.fortynorthsecurity.com #

R b s s ad )

Starting Web Requests (322 Hosts)

Attempting to screenshot http://tatathshshaj.sjsjsjahshshs.abcdefg.starbucks.com

[*] WebDriverError when connecting to http://tatathshshaj.sjsjsjahshshs.abcdefg.starbucks.com
Attempting to screenshot http://games.starbucks.com

[*] WebDriverError when connecting to http://games.starbucks.com

Attempting to screenshot http://tazoteatime.starbucks.com

[*] WebDriverError when connecting to http://tazoteatime.starbucks.com

Attempting to screenshot http://api.starbucks.com

Attempting to screenshot http://investor.starbucks.com

Attempting to screenshot http://red.starbucks.com

Figure 47: Eyewitness screen shot tool

This will attempt to take a screenshot of each domain in the list that was passed
to the tool. Once the tool is finished you can scroll through each of the screen

shots to find interesting endpoints.

Content Dis cover y

In troduction

Content discovery is a vital process in the reconnaissance phase. Failing to
perform this phase properly will result in lots of missed vulnerabilities. The main
purpose behind content discovery is to find endpoints on a target domain. You
are looking for things such as log files, config files, interesting technologies or

applications, and anything else that is hosted on the website.
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—> Wayback Machine
Common Crawl
] Archive
—> Passive —
Endpoints
) . > Google Dorks
Domain > Crawling —
L Other A
> Active » Crawl the website
Word List > Brute Force

Figure 48: Content discovery workflow flowchart

Self Crawl

One of the best ways to find endpoints on a target is to crawl the application.
Crawling a website involves recursively visiting each link and saving each link on
a web page recursively. This is a great way to find endpoints but you should note
you probably w o nfidad any hidden endpoints this way. The tools that | had used
in the past were no longer functioning correctly so | created by own tool to do
this. | will generally try to use tools that are publicly available but sometimes you
have to create your own.

0 https://qgithub.com/ghostlulzhacks/crawler/tree/master

Note that crawling a large site may not be feasible as there could be millions of
links within the application. For this reason, | generally d o ncéawl deeper than 2

levels. The following command can be used to crawl a site.
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python3 crawler.py -d <URL> -| <Levels Deep to Crawl>

alex@alex—PowerEdge-R710:~/tools/crawler$ python3 crawler.py -d https://starbucks.com -1 1
https://starbucks.com/

https://starbucks.com/store-locator

https://starbucks.com/account/signin

https://starbucks.com/account/create

https://starbucks.com/coffee

https://starbucks.com/menu

https://starbucks.com/coffeehouse

https://starbucks.com/responsibility

https://starbucks.com/coffee/how-to-brew

co~NOOUbhWNRES®

Figure 49: Crawl website get URLs

If you find an alternative tool to use feel free to use it. The basic idea here is to
get a list of URLs on a site. These URLs can then be inspected to find interesting

endpoints, fingerprint technologies, and finding vulnerabilities.

Wayback machin e crawl data

We can perform active crawling ourselves but it may be easier to use third party
vendors for this. The Wayback Machine is an archive of the entire internet.
Basically, they go to every website and they crawl it while taking screenshots and
logging the data to a database.

0 https://web.archive.org/

These endpoints can then be queried to pull down every path the site has ever

crawled as shown below:
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INTERNET ARCHIVE

i Go
http:/ m/
| DONATE | IIIH““HE“I"“[!“'"H ttp://facebook.com Waybacki

I 24,428 URLs have been captured for this domain. I

)

http:/facebook.com/(people/%5B%5E/%5D +/id+|%5B%S5E/%
hD+5)

htip.//facebook com/ajans23.0rg

ttp //face!

ttp:/face!

htip://faceb

ttp: /e
http /1

Figure 50: Wayback machine URLS

Going to fttps://web.archive.org/web/*/facebook.com/*6  Iypull ldown a list of

paths that the Wayback machine has crawled. We can then use the filter to

search for specific files such as anything thatendsini. bak o as t hose migh
contain juicy backup information. Other interesting filters include:

v

0 .zip

O«

.config

fadmin/

O«

O«

lapi/

Not only can you use this data to find interesting files but you can also find

vulnerabilities by looking at the data. For instance, if you see the path

Afexampl e. c &=mb e e i n guxcandtest for opem redirects and

SSRF vulnerabilities. If you see the GET parameter fims g=0 yforkSScan t es

The list can go on for days.
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Some people like using the web Ul to pull a list of paths but | prefer to use the
command line. | created a small script that can be used to pull a list of paths from
the Wayback Machine:

0 https://github.com/ghostlulzhacks/waybackMachine

Before you decide to crawl a website yourself check out the Wayback Machine. It
might save you a lot of time and effort by using other peoples crawled data. Once
you get the data start looking for interesting files and GET parameters that might

be vulnerable.

Comm on crawl! data

Just like The Wayback Machine Common Crawl also regularly crawls the internet
for endpoints. Also, like the Wayback Machine this data is publicly available and
we can use it to get a list of endpoints on a site passively.

0 http://commoncrawl.org/

The following script can be used to query the data provided by common crawl:

0 https://github.com/ghostlulzhacks/commoncrawl

Run the following command to initiate the script:

python cc.py -d <Domain>
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alex@alex-PowerEdge-R710:~/tools$ python cc.py -d starbucks.com | more

https://www.starbucks.com/

http://www.starbucks.com/

http://www.starbucks.com

http://starbucks.com/

https://www.starbucks.com
https://www.starbucks.com/?utm_term=starbucks&gclid=CjwKEAjw19vABRCY2Ymkp0202TsSJAAZEt852nzSQ40rjMcXEXGBBBr_rMVRS3oWmECtWAXtTFG1PBoCwdHw_wcB&cm_mmc=google-_-BR+%C3%A2%C2%80%C2%93+Br
and+%C3%A2%C2%80%C2%93+Starbucks+%C3%A2%(2%80%C2%93+Desktop+%C3%A2%C2%80%C2%93+Exact-_-Brand+-+Starbucks+-+Desktop+-+Exact-_-starbucks_mkwid%7CswofCu5SMS_dc%7Cpcrid%7C146373008545%7C
pkws7Cstarbucks%7Cpmt%7Ce&utm_campaign=BR+%C3%A2%C2%80%C2%93+Brand+%C3%A2%C2%80%C2%93+Starbucks+%C3%A2%C2%80%C2%93+Desktop+%C3%A2%C2%B0%C2%93+Exactutm_medium=cpclutm_source=google
https://www.starbucks.com/?cmpid=ETC00100

https://www.starbucks.com/?utm_source=tripadvisor&utm_medium=referral

https://www.starbucks.com/?utm_source=vectorlogozone&utm_medium=referrer

https://www.starbucks.com/about-us

https://www.starbucks.com/about-us/company-information/business-ethics-and-compliance

https://www.starbucks.com/about-us/company-information/corporate-governance

https://www.starbucks.com/about-us/company-information/corporate-governance/board-committees-list

https://www.starbucks.com/about-us/company-information/mission-statement

Figure 51: Common crawl URLs

This will generate a huge list of endpoints dating all the way back to 2014. You
will definitely want to pipe the output to a file so you can analyze it later. Note that
because some URLs date back to 2014 they may not existanymoreso donét be

alarmed if a large portion of these URLsd on 6t wor k.

Dire ctory brute force

Crawling a website is a good way to find endpoints the administrator wants you
to find but what about those hidden assets. This is where directory brute forcing
comes in. Depending on your wordlists you can find all kinds of interesting
endpoints like backup files, core dumps, config files, and a whole lot more. There
are plenty of directory brute force tools out there but | typically use the tool
gobuster, you should be familiar with this tool from the subdomain enumeration
chapter.

0 https://github.com/OJ/gobuster

Note that the results you get depend entirely on the wordlist you use. Circle back
to the chapter on wordlists if you want some of the most popular wordlist used by

professionals. Run the following command to start Gobbuster:

Ghostlulz AKA Alex Thomas


https://github.com/OJ/gobuster

Page | 106

Jgobuster dir -k -w <Wordlist> -u <URL>

alex@alex-PowerEdge-R710:~/tools$ ./gobuster dir -k -w SecLists/Discovery/Web-Content/raft-small-files.txt -u https://delivery.starbucks.com

Gobuster v3.0.1
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Url: https://delivery.starbucks.com

[+] Threads: 10

[+] Wordlist: SecLists/Discovery/Web-Content/raft-small-files.txt
[+] Status codes: 200,204,301,302,307,401,403

[+] User Agent: gobuster/3.0.1

[+] Timeout: 10s

2019/11/09 18:26:18 Starting gobuster

/favicon.ico (Status: 200)
/robots.txt (Status: 200)

2019/11/09 18:27:20 Finished

Figure 52: Gobuster directory brute force

The biggest thing to remember here is if you want good results use a good

wordlist.

Conclusion

Content discovery can be performed passively or actively. The Wayback
Machine and Common Crawl can both be utilized to find crawled endpoints of
your targets. These resources are nice because they are completely passive.
You can also actively crawl the target endpoint yourself to gather real time
information. Crawling is useful for finding public endpoints but what about hidden
or misconfigured endpoints. Directory brute forcing is perfect for finding hidden
endpoints just make sure your using a high-quality wordlist. When it comes to

brute forcing your wordlist is everything.
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Inspecting JavaScript Files

Introduc tion

A lot of modern-day front ends are built with JavaScript, this can cause traditional
tooling to fail. For instance, while crawling a built with JavaScript you might find
yourself missing a lot of endpoints. There are also other interesting things in
JavaScript files such as AWS keys, S3 bucket endpoints, APl keys, and much
more. To deal with applications that utilize JavaScript you need to use special

tools and techniques.

Link Finder

Linkfinder is one of the best tools for parsing endpoints from JavaScript files. The
tool works by using jsbeautifier with a list of regexes to find URLSs. | will usually
run this tool if the self-crawl phase fails to return any results or if an application is
built in JavaScript.

0 https://github.com/GerbenJavado/LinkFinder

The following command can be used to parse links from a JavaScript file:

python linkfinder.py -i <JavaScript File>-o cli
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s " "
alex@alex-PowerEdge-R710:~/tools/LinkFinder$ python3 linkfinder.py -i https://cdn.optimizely.com/js/6558036.js —-o cli
/dist/preview_data.js?token=__TOKEN__&amp;preview_layer_ids=__PREVIEW_LAYER_IDS__

http://store.starbucks.com/coffee

http://store.starbucks.com/tea

http://store.starbucks.com/drinkware

http://store.starbucks.com/equipment

http://store.starbucks.com/collections/sale-collection

https://www.starbucks.com/account/home

https://www.starbucks.com/menu

https://www.starbucks.com

Figure 53: Linkfinder parse URLS from JavaScript files

Jssearch

Jssearch is another JavaScript parser except this tool primarily used to find
sensitive or interesting strings. For instance, developers will sometimes hard
code API keys, AWS credentials, and other sensitive information in JavaScript
files. This information can easily be parsed out with the use of regexes.

0 https://github.com/incogbyte/jsearch

REGEX_PATT = {
"AMAZON_URL": r"*https?://[*\"\\'> ]+",
"AMAZON_URL_1":r"[a-z0-9.-1+\.s3-[a-z0@-9-]1\\.amazonaws\.com",
"AMAZON_URL_2":r" [a-z0-9.-]1+\.s3-website[.-] (eu|ap|us|ca|sa|cn)",
"AMAZON_URL_3":r"s3\\.amazonaws\.com/[a-z0-9._ -]+",
"AMAZON_URL_4":r"s3-[a-z0-9-]+\.amazonaws\\.com/[a-z0-9._-]1+",
"URLS":r"https?://["\"\\'> ]+",
"AMAZON_KEY":r" ( [*A-Z0-9] |~) (AKIA|A3T|AGPA|AIDA|AROA |AIPA|ANPA |ANVA|ASIA) [A-Z0-9]{12,}",
"UPLOAD_FIELDS": r"\u0@3cinput [*\u@@3e] +type=[\"']17file[\""']?",
"Authorization":r"~Bearer\s[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-TO-9]{4}-[a-TO-9]1{12}%",
"accessToken":r"~acesstoken=[0-9]1{13,17}"

Figure 54: Jsearch regexes

Currently the tool only searches for a handful of interesting strings but you could
easily have custom regexes to the following file:

0 https://qgithub.com/incogbyte/jsearch/blob/master/regex modules/regex m

odules.py
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You can run the tool with the following command, make sure your using python

3.7 or above or the tool will throw errors:

python3.7 jsearch.py -u https://starbucks.com -n Starbucks

alex@alex-PowerEdge-R710:~/tools/jsearch$ python3.7 jsearch.py -u https://starbucks.com -n starbucks
>> [Errno 17] File exists: 'starbucks.com'

[INFO] Getting info from: https://starbucks.com/static/js/library/modernizr.custom.js?

[INFO URL] http://modernizr.com/download/#-generatedcontent-csstransforms—-csstransitions-localstorag
stallprops-prefixes—domprefixes—-css_filters

[INFO URL] http://www.w3.0rg/2000/svg
[INFO] Getting info from: http://cdn.optimizely.com/js/6558036.js

[INFO URL] https://developers.optimizely.com/x/solutions/javascript/code-samples/index.html#page-act

[INFO URL] https://app.optimizely.com/js/innie.js
[AWS INFO] https://cdn-assets—prod.s3.amazonaws.com/js/preview2/6558036.js

Figure 55: Jsearch parse URLs, API keys, and other information

This tool is really good when it comes to analyzing JavaScript files. Make sure to

add your own custom regexes to improve your results.

Google Dorks

Introduction

The topic of Google dorks really deserves its own book as this topic is so large. A
Google dork is a query used to search and filter search engine results. Google
dorks can be used to find hidden assets, credentials, vulnerable endpoints, and

much more. A huge list of interesting dorks can be found on the exploit-db

website.
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0 https://www.exploit-db.com/google-hacking-database

Dork Basics

The first thing to know about Google dorks is that they aren't just limited to

Google. Dorks work on the vast majority of search engines such as Bing, AOL,

and yahoo. Depending on how thorough you want to be you may wish to utilize

the results of multiple search engines.

Oneofthemostused googl e dor ks i ssdambeusBdsta t e: 06 com
filter the search engine results so only a specific URL is shown. An example

guery may look like:

site:<Domain Name>

Figure 56: Site Google dork
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