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Summary

Large Cobalt Strike 
beacon executed; no 
immediate follow-up; 

access method unclear.

System and 
environment 

enumeration; attacks 
using Rubeus and 

Sharphound.

Beacon transferred and 
executed on another 

workstation; credentials 
harvested; RDP used for 

further spread.

SystemBC deployed for 
persistence; switch to 

AWS for command and 
control; brief inactivity.

New beacons and 
discovery efforts; failed 

ADFind attempts.

Successful execution of 
discovery tools; 

deployment of BlackSuit 
ransomware; encryption 

completed in 15 days.

LianGroup's Decision: 
Transforming the Analysis 

into a Podcast

We're Launching a 
Podcast!



Initial Access
Earliest Sign of Threat Actor Presence:

● Execution of a Cobalt Strike  beacon (RtWin64.exe).

● Initial access point for the beacon's deployment remains undetermined despite thorough 
investigation.



Execution (CS PsExec)
Cobalt Strike  served as the primary tool utilized by the threat actor, with a particular focus on its 
capabilities that mimic Sysinternals PsExec. These features, including psexec  and psexec_psh , 
enable remote process execution  across systems. The psexec module functions by uploading a 
binary to the target system, then creating and launching a Windows service to execute the file.

EventID 7045  in Windows System logs shows the services created on the system.



Execution (CS PsExec)
The psexec command spawned a rundll32.exe  process.



Execution (CS PsExec_Psh)
The psexec_psh  module doesn’t copy a binary to the target. Instead, it executes a PowerShell 
one-liner using the pattern

%COMSPEC% /b /c start /b /min powershell -nop -w hidden -encodedcommand ….



Persistence (Registry Run Key)
To ensure persistent access to the environment, the threat actor created a run key named “socks5”  within 
the Current User  registry hive. This registry key was configured to use PowerShell to launch a SystemBC  
backdoor  named socks32.exe .

Sysmon EventID 13  (Registry value set)  displays changes to a registry key value.



SystemBC



Persistence (Registry Run Key)
The data is a string (REG_SZ) that starts with powershell.exe windowstyle -hidden, followed by a command 
concatenated with the current executable name. The executable name is obtained using 
GetModuleFileNameA  with a null hModule as the first parameter.

RegCreateKeyExA(hKey, lpSubKey, 0, 0, 0, 0xF003Fu, 0, &phkResult, &dwDisposition);
GetModuleFileNameA(0, Filename, 0x100u);
wsprintfA(powershellCommand, "powershell.exe -windowstyle hidden -Command \"& ’%s’\"", Filename);
commandSize = length(powershellCommand);
RegSetValueExA(phkResult, lpValueName, 0, dwType, (const BYTE *)powershellCommand, commandSize + 1);



Persistence (Scheduled Task)
SystemBC  can create scheduled tasks  using COM, as shown in the following example. Although other 
reports indicate SystemBC uses this feature, it was likely not utilized in our case , as no evidence  of 
scheduled task creation was found during our investigation.

It first uses the CoCreateInstance  function to create an instance of an ITaskScheduler  object and then 
calls the NewWorkItem  method  to create a scheduled task.



Privilege Escalation (Pass-the-Hash)
On a workstation that the threat actor moved laterally to, we observed the use of named pipes . 

Typically, in Cobalt Strike , this behavior  is associated with the getsystem command  for privilege 
escalation. However, in this instance, the parent process was not services.exe, and the threat actor was  
already running as SYSTEM . This activity correlated with pass-the-hash behavior  noted in Lateral 
Movement. The threat actor switched to the context of a domain administrator  and continued moving  
laterally using Cobalt Strike , so we attribute this activity to pass-the-hash command execution rather than 
getsystem.



Defense Evasion (Modify Registry)
The threat actor used an encoded PowerShell command to modify the registry, enabling Remote Desktop  
Protocol (RDP)  access to a file server .

Setting the registry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal  
Server\DenyTSConnections  to 0 allows terminal server connections to the host .



Defense Evasion (Process Injection)
Given the threat actor’s extensive use of Cobalt Strike beacons, we anticipated process injection  as a 
method to evade detection  by hiding within legitimate processes . Upon analyzing process injections and 
access patterns from Cobalt Strike-generated processes, we successfully identified the suspicious activity 
we were searching for.



Defense Evasion (Process Injection)
These injections can then be confirmed using methods such as YARA memory scanning .



Credential Access (Rubeus)
The threat actor undertook multiple actions to obtain valid credentials, primarily leveraging Rubeus  as the 
key tool. During our investigation, we found that Rubeus had been loaded into mstsc.exe —a process 
previously injected by Cobalt Strike—operating as a CLR module .



Credential Access (AS-REP Roasting)
AS-REP Roasting  is a technique used to obtain password hashes  for users who have the "Do not require  
Kerberos preauthentication " setting enabled.
Rubeus  writes the output of the AS-REP Roasting results to a file.



Credential Access (AS-REP Roasting)
Indications of AS-REP Roasting can be detected by checking for Windows EventID 4768 on  the target 
domain controller . This event  represents a request for Authentication Tickets (TGT)  where the 
"Pre-Authentication Type " is set to 0, indicating that no pre-authentication (or password) is required .

A large number of 
Kerberos Authentication 
Tickets were requested 
during the AS-REP 
roasting activity.



Credential Access (Kerberoasting)
The threat actor utilized Rubeus to conduct a Kerberoasting  attack. During this time, we observed 
numerous Kerberos ticket requests  using encryption type 0x17 , which corresponds to RC4 encryption . 
These RC4 requests aligned with the execution of Rubeus and targeted multiple accounts across the 
domain.
Rubeus was executed in memory by Cobalt Strike, generating Kerberoast output.

EventID 4769  on a domain controller  indicates a request for  
Kerberos tickets using weak encryption .



Credential Access (Kerberoasting)

AS-REP Roasting Kerberoasting

User accounts with "Do not require preauthentication" Service accounts with SPNs

Requests AS-REP from Domain Controller Requests TGS for a registered SPN

No special permissions needed Any domain user can perform this

Encrypted TGT (Ticket Granting Ticket) Encrypted TGS (Ticket Granting Service)

Ensure pre-authentication is enabled for all users Strong password, and password rotation

Less common; relies on misconfiguration More common; targets service accounts



Credential Access (Kerberoasting)
The threat actor accessed the LSASS memory on a workstation using a specific access request of 0x1010 . 
This included the 0x0010  access right, required to read memory  via the ReadProcessMemory  function. 
The request came from a process  that had been injected  with Cobalt Strike .
Sysmon Event ID 10  indicates that mstsc.exe accessed the lsass.exe  process with an access mask of 
0x1010 .



ADFind

Discovery

Discovery on the beachhead host began six hours 
after access, starting with "systeminfo" and "nltest 
/dclist" commands.

BloodHound is a tool used to map Active Directory 
relationships and identify potential attack paths 
within a network.

ADFind is a command-line tool used to query and 
extract information from Active Directory, often 
utilized for enumeration by attackers.

Get-DataInfo.ps1 is a PowerShell script used to collect 
detailed system and network information, often for 
reconnaissance purposes.

Hands On Keyboard Sharphound

Get-DataInfo.ps1

Windows Utilities
The threat actor executed multiple discovery 
commands using various Windows utilities at 
different times throughout the intrusion.

On the final day, the threat actor accessed the DNS 
and Group Policy administrative consoles before 
deploying ransomware across the environment.

Administrator Consoles



Lateral Movement (Pass the hash)
Logon activity analysis showed evidence of pass-the-hash  attacks, with Windows Security logs (Event ID  
4624 ) indicating logon type 9  and “seclogo ” as the Logon Process.



Lateral Movement (Pass the hash)
The threat actor employed three main lateral movement methods: using Cobalt Strike  with SMB ADMIN$  
shares  for beacon distribution, Remote Desktop Protocol  to access Backup Server and File Server and 
conduct discovery, and the hidden SMB share C$  to deploy ransomware . A domain controller served as 
the primary pivot point.  Overview of lateral movement with SMB ADMIN$ shares and RDP :



What’s going on?!


